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Security :

Notjust a

sprint to

theline
Security
effectiveness

is critical
,

but
performance
cannotbe

diminished . PaulJudd
, regional

directorforFortinetexplainswhy
bolt-onsolutionswon' t champion
anysecurityobjective.

F ONLYeverythingwas a simpleassprint
racing . Point A to point B

,

asfastasyou
can

, stay in lane
,

don' t jumpthegun .
It' s an

uncomplicatedbusinessforsprinters ,

but if

you introducehurdles or

,

heavenforbid
,

a

bend
, you'vegottrouble . Theydon' t even

breatheduring a 100mdash
,

because of the

performance trade-off.

Theymightnotknow it buttheUsainBolts of

thisworldaccurately representwhat' s wrong
withmanynetworksecuritystrategies .The
worldhasmovedonfromsinglepointproduct
solutionsthathave

to
concentrateononething

at
a time .

IP traffic is aslatency-sensitive asever
,

butnow it musttraverseanassaultcourse
of

networksecurityobstacles .Security isn' t as
easyas a 100mdash

;

it' s morelike
a trackand

fieldtournament.

Picking a winner
Pickingoutfuturewinners in thesecurity arena

just a fewyearsago , you' d havemadesome

impressive returnsputtingyourmoneyonthe

newly-coined securityphenomenon of Unified

ThreatManagement . UTMhassincegrown
exponentially acrossallsectors

( notably the

high-endmarket at leastasmuchasSME
)

to

become
a

multi-billiondollarmarketwithin
a

veryshortspace of
time.
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Theymightnotknow it buttheUsainBolts
of thisworldaccurately

representwhat'
s wrongwithmanynetworksecuritystrategies.

Theworldhasmovedonfromsinglepointproductsolutionsthat

have to concentrateononething at
a time . IP traffic is

as

latencysensitiveasever
,

butnow
it musttraverseanassaultcourse of

networksecurityobstacles .Securityisn' t aseasyas a 100mdash
;

it' s morelike a trackandfieldtournament.

Duringthesameperiod ,

we' vealso
experienced anexplosion in virtualization and
other technologiessupporting theconsolidation

of hardwareandprocessesintolessplaces
andsmallerfootprints.

Therises of UTM
,

and that of virtualization
,

sharethesameorigins .Everincreasingtraffic

loadsonconverged enterpriseandtelco
networksaremakingmulti-gigabittheway to

go ;

critical IP dataliketelephony ,

videoand
webcommunicationsarecausingnetwork

managers to bemore latencysensitivethan
ever .

In thelargestnetworks
,

convoluted '

pointproduct' securityarchitecturescreatetoomuch

performance impingement .
It makesperfect

sensethatwithsomuchdemandtoward

loadingmultiplesecuritycapabilitiesintothe
sameplace (

ie
UTM

,

or integratednetwork

security )

,advantage is taken of virtualization

to makethoseplacesfewerstill.

Wheredoesthisleave
`athletic'securitysystems?
Straightout of theblocks

,you' vegot to look
at thesecurityarchitecturesas a teamrather
thananindividual . In

a pointproductset-up ,

those teammembersareseparatedonto their

ownexclusiveappliance or server-based

hardware .With integrated networksecurity ,

the
teammembersareunitedinto a singleunit.

Thelatterapproachboastsefficiencygainsfor
easiermanagement ,

smallerpowerandspace
drainsetcwhicharehighlycompelling but
whataboutperformance? Whataboutsecurity
effectiveness?

Thematurity of commerciallyavailable
networksecurity technologies tellsusthatthe
individual ' teammembers' of anygivensolution

aregoing to bebroadlyequalin stature . The

differencebetweenthebestandtheworse

comparableAVsystems ,spamfiltersand
firewalls is narrower than it haseverbeen .

If

anyteam is going to perform ,
teamwork is

essential .AskRealMadridhowmuchsuccess

theirmega-expensivesquad of ' Galacticos'

haswonthem
,
andyougetthepicture.

Themostsuccessfulteamsgrowuptogether ,

learntogether andcancommunicateextremely

effectively .Communicationunderpins
teamwork

,

which is whyrelayraces typically
result in calamity ,

andwhymarket-leading
productsrarely interoperate .Runningan
alignment of pointproductscreatesobstacles

to teamwork
,

butmany integratednetwork

securityapproachesalsofallfoul of this
problem.

Securityperformance
degradation

At thetechnicallevel
,

thetransit of
IP traffic

goingintooneend of anynetworkgateway
securityinfrastructureandouttheother
side is going to involve a degree of packet
disassemblyandreassembly . This is

one
of

thecoreprinciples of securityperformance

degradation .Going through thesamepractice
of disassembly / reassembly to checkfor a

differentsecurityproblemeachtime
,

results

in lots of redundantprocessing .

In
otherwords

,

lotsof wastedthroughputcapacityandlots of

wasted time .Doesn' t anintegratednetwork

securityapproachsufferfromthis?Well
,

not
allexamples of it.

Aswellasrepeatedlyqueuingforpacket
assembly / disassembly ,

IP traffictypicallyhas
to dealwithsecurityfunctionsbasedupon
multiple ,disparate sourcecodes . Herein
liestheinteroperabilityquestion .Again ,

most

VITALMANAGEMENT

'

cobbledtogether'UTMapproachessuffer
fromthisasmuchaspointarchitectures

do .Theresult is greaterlatency ,greater risk
of securityineffectiveness andcomplete
confusionabout therootof theproblemshould

any failuresarise .Theshortcomingsdon' t end

thereeither
.Anysecuritysystem is onlyas

goodasthethreat intelligencethatconstantly

updates it
. A givenUTMvendormightdoits

ownAVresearch
,

butcontractoutforweb
content filtering or IPS .Wheredoesthat leave

you? Is thatgoodteamwork?

Uniformarchitectureapproach
TrueUTM is derivedfrom a uniform
architecture approach ,

in whicheach
securityfunctionhasbeendevelopedon
thesamesourcecode

,

andcanoptimise
securityperformancebyeliminating
redundant trafficprocessing .How/ ? Through
theuse of specialisedhardwarebasedon
ASIC technology to acceleratethesecurity
inspection process.

Thedevelopmentandapplication of

specialised hardwaresecurity-specific
ASICprocessors to

accelerate UTMhas
demolished institutionalised thinkingaround

thissecurityapproach . Thoseharbouring
lingering concernsabouttheapplicability of

integratednetworksecuritywithintheir

highspeed ,

real-timecriticalnetworksshouldonly
havecause to worry if theyfollowthewrong
kind of approach.

Securityeffectiveness
of

course
is critical

,

butperformancecannotbediminished . Avoid

compromise , putyourmoneywhereyour
mouth is

,youcan' t pauseforbreath in this

game .Onlyteamworkwinssuccess .

litwww.fortinet.com

is
II

N° and issue date : 301 - 01/09/2009
Circulation : 5000
Frequency : Bimonthly
VitALuk_301_16_302.pdf
Web Site: http://www.vital-mag.net/

Page : 17
Size : 85 %
1009 cm2

Copyright (VitAL)
No reproduction without authorisation

2 / 2

Fortinet

http://www.vital-mag.net/

	VitAL N° 301 - 302

