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Stranded-in-Spain scam latest
in round of email sent
to contacts of such victims

¥ By IRENE THAM

SEND money over, I'm in Spain and I'm in trou-
ble...

For two days in late May, a maths teacher was in-
undated with calls from all over the world asking if
she had run into trouble in Spain. Ms Zita Loh, 60,
who was all the while in Singapore, then learnt that
her Yahoo! e-mail account had been hacked.

More than 50 former students and friends had
called from as far as the United States, Canada, Chi-
na, Hong Kong and Indonesia to ask if she was all
right. They were responding to an e-mail sent from
her Yahoo! account asking for money to be wired to
her as she had run into trouble in Spain.

They, and Ms Loh, were victims of the latest In-
ternet scam making its rounds.

The “stranded-in-Spain” scam hit other Yahoo!
Mail users here too, although it is not known how
widespread the problem is as Yahoo! declined to re-
veal how many accounts were compromised, or
what the hackers did.

Some affected users said they saw unauthorised
entries from overseas like Nigeria and the Philip-
pines through a feature on Yahoo! Mail that tracks
recent login activities.

Two weeks ago, Google discovered and disrupt-
ed a similar effort to steal hundreds of Gmail pass-
words and monitor accounts of prominent people
around the world, including government officials.

In the latest scam, the contacts of hacked Ya-
hoo! Mail account victims received a two-para-
graph e-mail message saying the victim had mis-
placed his or her wallet in Spain and needed €2,450
(S$4,366) for hotel bills and a flight home.

None of Ms Loh's contacts sent money. “But my
cellphone and house phone rang non-stop,” the
freelance Math Olympiad teacher said. She was
locked out of her Yahoo! account for two days as
the hacker had changed her password. But she re-
covered her account on June 1 after several unsuc-
cessful attempts at resetting the password.

Ms Loh recalled having logged into a public com-
puter in Changi Airport in March to check her
e-mail and was unsure if she had logged off.

Fortinet, a security software firm, cautioned us-
ers against using public terminals. Keylogging soft-
ware may be put into public computers by hackers
to record keystrokes, including strong passwords,
said its senior security strategist Derek Manky. The
captured information can then be sent surreptitious-
ly to.a remote location. He said it was possible
someone could have installed a keylogging software
in the public computer at Changi Airport.

A Changi Airport spokesman said the airport
takes proactive steps to ensure public computers
are secured against malicious software. These in-
clude locking the central processing units to pre-
vent tampering and installing up-to-date security
programs to detect the presence of such software.

“When using public computers, users should re-
member to log out from the computer immediately
after use. This will prevent another user from gain-
ing access to the data if the session is still active,”
the spokesman added.

Passwords might also be leaked through phish-
ing, a practice where users are tricked into reveal-
ing sensitive details by a seemingly legitimate
e-mail sender, such as a Yahoo! Mail administrator.

Late last month, a 59-year-old housing agent
who wanted to be known only as Madam G. C. Lee,
was unable to log into her e-mail account for sever-
al hours. She only recovered the account a few
hours later after resetting the password. As in Ms
Loh’s case, her friends received e-mail from the
compromised account asking for money to be wired
to Spain. Luckily, no money was sent. However,
her contact list was completely wiped out.

Using a feature that tracks recent login activi-
ties, she found that someone had accessed her ac-
count from Nigeria and the Philippines.

A Yahoo! spokesman in Singapore urged users to
change, and use, stronger passwords with a mix of
upper and lower cases as well as numbers if they be-
lieved their accounts were compromised.

The Straits Times understands that no one has
yet been charged with hacking into the accounts
Singapore users from overseas. The Computer Mis-
use Act can only be enforced on crime committed
in Singapore. Offenders face fines of up to $5,000
and/or jail terms of up to two years.
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How to beat the hackers

® Beware of unsolicited messages no matter how
urgent they seem to be.

® If a message is purportedly from someone you
know, reply asking a specific question that only
they would know the answer to.

® Let your mouse hover over links to see where
they are really taking you before clicking. For
example, “validbank.com” is different from
alidbank.com.accounts.com”.

W Never give out your credit card number.

W Buy all-in-one security technology that offers
several layers of protection.

Contributed by Mr Derek Manky of network security

firm Fortinet
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