
Canyoueverbe
whollyleakproof?
Dataleakageprevention

(

DLP
)

is beginningtoappeal to many ,

but
eventhebestproductsneedcarefuldeployment ,saysRobBuckley

preventing

dataloss or dataleakage
is
now a priorityformany

organisationsandtheirsecurity
functions . Dataleakageprevention (

DLP
)

technologiesappeal to manyas a way of

attainingthatgoal .

However
,

before

implementingDLP
, organisationsneed to

considerwhatDLP is capable of

,

what
theyreallywantandwhatprocessesand
technologies they' re going to need.

Withsomanywaysfordata to leavethe
enterprise ,

there is anequallylarge
number of technologies thatcandescribe
themselvesasDLP or DLP-related :

businesscontinuity,

intrusiondetection
,

endpointprotection , encryption , auditing ,

email / webfiltering , identitymanagement ,

two-factorauthentication
et al.

It mightseemobviousthatallthese

technologies shouldbeimplemented . But
to implementallaspects of

DLPwould
requireconsiderablebudget , expertise
andtime

,

andnotall of thesearegoing to

beavailable to theaverage

recessionimpeded securityfunction.
Moreimportantly ,

theidea of being
able

to preventalldataleakage ,

evenwith
DLPtechnologies ,

is anillusoryone
,

according to GregaVrhovec
,

a researcher

fortheInformationSecurityForum
:

"

In

terms of stoppingmaliciousattempts to

stealdata
,

DLP is notasefficient.

Systemsdiffer in howeffectivetheyare.

Manyaregood at monitoringanything
sent in plaintext

,

somecandealwith
zippedPDFsandmore

,

forexample ,

but
cantheydealwithPDFssavedasTiff
images?Steganography? Encryption?
Manycanmonitorthenetworkandblock
activity,

buttheremaybeotherbusiness

processestheyhaven' t countedonthat
canbypassthat. " Andeven a perfect

Consider a

layeredstrategy ,

withseveralsystems
combined

to block
possiblevectors "

JoseGrandmougin /

Fortinet

DLPsystemcan' t stoppeopleprinting
outinformationandtaking it fromthe
building if theyhavepermission ,

or

simplymemorising , writingdown
or

takingphotos of datatheyseeon-screen.
SocountingonDLP

to preventall
losses is impossible . Organisations should
expectDLP to beable to blockmost
forms of accidental leakage butonlythe
moreamateurishattempts at malicious
leakagethatemployeesmightperpetrate.
Architecting thenecessarysecurityinto
existingapps is theonlyway to prevent
moreconcertedmalicious leakage.

A goodstarting-pointfor a DLPproject
is riskassessment to determinewherethe
mostlikelyvectors of datalossareliable
to be

,

If theseareanticipated to beonthe
network

,

it'
s possible to installnetwork

DLPsoftware or appliancesfrommany
vendorson a trialbasisandmonitor
activity to determine if andhowdata is

alreadyleaking . Thisshouldgiveyoua

greateridea of whatkind of measureswill
beneeded to stopfurtherleakage.

JoseGrandmougin ,

consultantsystems
engineer at Fortinet

, saysthatmeans
"

considering a layeredstrategy to DLP
,

witheitherone or severalsystemsbeing -
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DATALEAKAGEPREVENTIONCASESTUDY : CITYOFLONDONPOLICE

with
1 ,200staff

, including800 or

so policeofficersandjustthree

policestations in itssquaremile of

coverage ,

theCity of Londonpolice
force is thesmallestterritorialpolice

force in EnglandandWales.

Nevertheless
,

withhundreds of

thousands of commutersandtourists

passingintotheareadailyandthe

samecompliancerequirementsas

otherpoliceforces
,

theforcestillhas to

ensurethatitsdataremainsconfidential.

GaryBrailsford-Hart
is

theforce' s
head

of

informationmanagement servicesandchief
informationofficer . Hejoinedasa warrantofficer in

1997
,

butsoontransferred to moretechnical

projects to trackwarrants
,

afterwhichhejoined

technicalservices.
"

DLPcameupstraightaway ,

" hesays .

"

Wemoved

fromWindowsNT to 2000desktopssixyearsago.
WithNT

,

therewasnoUSBandlimitedCDwriters
;

with2000
,

I knew I had to deploy a solution to

combined to blockthevariouspossible
vectors "

. Manysecurityvendors
,

includingFortinetbutnotSymantec ,

for
example ,

offerDLPfeatures in thelatest
versions of theirsoftware

,

so it' s possible
thatupgradingunderanexistinglicence

is allthat' s needed to gainaccess with
minimalinvestment to theDLPfeatures
theorganisationneeds.

Sincetheyarepart of existingsuites
,

youmayfindthatintegrationbetween
differentsecuritysystems is easierand
canbedonethrough a single
managementconsole

,

withoutfurther
programming . AlthoughsomeDLP
systems , includingSymantec' s DataLoss
Prevention10platform , support
technologies suchaswebservices

,

others
donotyetincorporate integration . Says
Novell '

s seniortechnologysalesspecialist
MarkOldroyd :

"

In manydatabreaches
,

there' s lots of evidence of datalossabout

Brailsford-Hartbalance

manageUSB
"

to preventdatabeing
leakedfromtheforceviaremovable

media . Brailsford-Hartchose

DeviceLock
,

because of itsAD

integrationandgrouppolicies.

There is nowonlyoneUSBdevice

approvedfortransferringdigitaldata
,

DeviceLock'
s StealthMXI

, picked in

partbecause of itsreliability .

"

There' s

nothingmoredestructivethanpolice

officers
,

andUSBdevicesarefragile :

'

Aswellasbeinghardware-encrypted ,

it has a steel

caseandbiometricaccessviafingerprint . There'
s

anaudittrail of whohascopiedwhat to thedevice.

Brailsford-Hartsayshehad to strike a balance.
"

It' s possible to getdatalossparanoia . There' s a

balancebetweenconfidentialityandaccessibility :

'

Everyone in theforcehastheright to copyanduse

thedataontheStealthMXI
, providedtheycan

makethebusinesscase . Butstafffind it hard to

understandwhy ,

"

whenyoucango to PCWorldand

buy a terabyteUSBstickfor£3' :

id

Encryptionwon' t

in dealwithan
employeewhoputs a

token in theirlaptop in

Starbucksandthen
goesoff to thetoilet "

NeilO' Connor
/ ActivityIM

USBdevicesaren' t theonlywaydatacouldleave

theforce
,

so it alsousesotherDLPtechnologies . At

thegateway ,

M86' s MailMarshal is used to scan

emailandwebcontentforbreaches
, put a capon

themaximumsize of emailattachmentsand
to

preventuploads of dataviatheweb.

Staffhavemore or lessaccepted thecontrolsas

necessary :

"

Everynowandthenweoffer a seminar

to explain it

" ButBrailsford-Hartsaystheforce is

having to look at ever-more sophisticatedDLP

policies to dealwithincreasingcomputerisation.
"

Someofficerswantgreateraccess to social

networkingsitessotheycanusethemfor
investigations :

" hesays . Thatwillmeannotjust
changes at thegateway ,

butalsoadditional

educationonhow to usesocialnetworkingsafely.

Sofar
,

theforcehasn' t had a databreach . But
,

saysBrailsford-Hart
,

theheadlinesotherfirmshave

garneredfromtheirbreacheshaveparadoxically
beenhelpful .

"

It hasbeenveryuseful in getting the
attention of seniormanagement , getting a little

investment andraisingourprofile :

' hesays.

to happen . If youcollectandmonitor
,

youcansee it before it happens ,

butthe
key is theability to correlatedatafrom
individualsystems.

"

A dataassessment is alsonecessary ,

to

establishwhichdata is importantand
needs to beprotected .

"

Unfortunately ,

thiscanbeverydifficult
,

"

saysMartin
Blackhurst

,

head of
IT security at

RedstoneManagedSolutions .

" Youneed
to findoutwherethedata is andwhose

responsibility it is. "

Anyorganisationthathasimplemented
anenterprisecontentmanagement

(

ECM
) systemwill at leasthave a good

ideawheretheimportantdocumentsare
stored

,

andmanyDLPsystemssuchas
Websense' s canintegratewithECM
systems ,

butECMmightnotknowwhich
documentsaresoimportantthattheycan
neverbecheckedout . ECMsthat
incorporaterecordmanagementfunctions
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canalsohelp to ensuredata is onlykept
foraslongas it is needed

, pointsout
HitachiDataSystems' (

HDS
)

field
productmanagerJohnHickman.

WhileECMwillhelpmaintain a central
store

, manyorganisationswillstillfind
copies of informationbeingstoredon
laptopsandothermobiledevices

,

aswell
asPCs . Encryptioncanhelpsolvethe
problem of lostremovablemediaand
mobiledevicesbeingraidedfordata

,

although it candonothingaboutsomeone
whoknowsthepasswordforthedevice

,

or

,

asActivityIMconsultantNeil
O' Connorpointsout

,

"

anemployeewho

putsthetoken in thelaptopin Starbucks

andthengoesoff to thetoilet "

.ManyDLP
systemsdon' t supportoperatingsystems
suchasMacOS X or Linux

,

socan' t be
used to protectthemautomaticallyeither.

Encryption is alsousefulonserverson
desktopssince

,

asHDS' s MarcusBenham

pointsout
,

allharddriveseventuallyleave
anorganisation . HDS'

s storagesystem
canalsowritebackupsanddataonto
Wormmedia . However

,

'

data
in motion'

,

ie datatransferredbetweendatacentres or

to backup ,

canstillpresent a challenge ,

sinceencryptionneeds to bequick
enoughnot to impedeperformance.

Performing thatdataauditmightbe
somethingthatanorganisation candofor
itself

,

or it mightrequireanexperienced
dataauditor to helpdeterminehowbest

to scanlargenumbers of documents.
" Sometimesanexternalpair of eyeswith
externalexpertise is good ,

"

saysRedstone

ManagedSolutions'MartinBlackhurst.
"

If youget a securityVAR to come
andtalk to you ,

it wouldbesensible to

seekadvice.
" Youneed to bemakingsureyouaren' t

missing a trick . Butyouhave to have
someonewithexpertise in datadiscovery
and to besureabout thetechnology
they' re using to

look - sodon' t relyon a

VAR or a consultant. "

Anotheroption ,

notjustforDLPbut

ti

fordatadiscovery , mightbe
to lookfor a

cloudservice . SecureWorks is planning to

offer
a cloudDLPservicebythestart of

2011and is about to launch a pilot
programme . According to seniorproduct
managerKerwinMyers ,

thecompany is

planning a staggeredapproach ,

with
phaseoneofferingmonitoring of network
trafficandphase twoofferingmonitoring

of

'

data in use' .
However

,

Novell '

s

OldroydcautionsagainstDLP in the
cloud

, sayingthat it marks "a step
backward in security

"

.

HOWREAL IS THEINSIDERTHREAT?

Are
employeesjustthere to help

or
aretheythecompany' s biggest

threat?Thespectre of themalicious

employee , usinginsiderknowledge ,

is a

threatthatmanyorganisations

assumedwouldgrow largerthanks to

therecession.

Opinionvariesas to
howrealthat

threatactually is
. The2006e-CrimeWatchSurvey

conductedbytheUSSecretServiceandSEICERT

forCSOMagazinefoundthat in caseswhere

respondents couldidentifytheperpetrator of an

electroniccrime
,

32%%werecommittedbyinsiders.

A survey lastNovemberbyActimize of 70financial

institutionsworldwidefound that82%%believedthe
threat of employeefraudwasgrowingand78%%

saw theemployee fraudproblemincreasingdue to

theslowereconomy . Othersurveysgoasfaras

98%% of crimeshavingan '

insiderconnection :

IDCresearchlastyearpainted a slightlydifferent

of global financial
institutionsbelievethe

threat of employee fraud
is growing

With a collection of sampledocuments
thatyouwant to preventfromleavingthe
organisation - andknowledge of

how
theymightcurrentlybeleaking - youcan
chooseanappropriate system or systems

to defendagainsttheloss . Mostsystems
areable to scanMicrosoftOffice
documents

,

PDFs
, zipfilesandplaintext

,

but
if youuseotherfileformats

,

besure

anyDLPsystemthatyouchoosecanscan
thoseadditionalfiletypes.

Systemsthatallowyou to selectively
blockdocumentswillrequireyou to set
uprules to determinewhatkinds of

documents to block
,

when - andwhat to

doafterwards .Mostvendorshavecreated
sets

of rulesapplicable to certain
industries or to dealwithcertainpieces of

legislation ,

suchasPCIDSS
or

theData
ProtectionAct . SimonGodfrey ,

director
,

securitysolutions at CA
,

adviseslarger
organisations to checkwhetherDLP
vendorshavesets of rulesdefinedfor
countriesotherthantheUK .

"

GermanyO.

picture . Of400organisationssurveyed ,

52%%characterised their insiderthreat

incidentsasaccidental . Only19%%

believed thethreatsweredeliberate
,

while26%%believedtheywereanequal
combination

,

with3%%unsure.

"I don' t think it' s hypedup .

It does

happen': saysMartinBlackhurst
,

head

of
IT security at Redstone ManagedSolutions .

"

I' ve

seenemployeestakecustomerdatawiththem.

Salespeoplearedoing it

,

because of thetype of

peopletheyare . It is a veryrealthreat'
"

Maliciousemployeesarealways a
threat

,

"

says

CarolineIkomi
,

technicaldirector forCheckPoint.
"

Peoplehavebeenstealingoffcompanies for

donkey' s years.
"

However sheputstherisk

considerably lower
,

somewhere lessthan10%%
,

arguingthatwhileinsiderscanbe a threat
, usually

thedamagetheymaycause
is accidental rather

thandeliberate.
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andFrancehaveverydifferentprivacy
rules

,

muchstrongerthantherest
of the

EU'
s

,

" hesays . Customers at larger
organisationsshouldlookintoDLP
systemswithtriedandtestedrulesetsfor
asmanyterritoriesaspossible ,

headds.

Customising theserulesforyourfirm
requireswork

,

whichmayrequire
consultantswithexperience in thearea to

helpyouavoidthecommonpitfalls.
Somesystemsemploy a `Bayesian'

approach ,

withusersable
to trainsystems

bygivingthemdocumentsalready
selectedasconfidential

,

aswellas
documentsthatarenot

,

sothesystemcan
learnwhich is which . Othersrequire
users to createrulesthatusekeyword
searches

, regularexpressionsandother
forms of analysis to decidewhichfilesare
confidential : typicalflagsmightbecredit
cardnumbers or socialsecuritynumbers.

Whilesomesystemsrelypurelyonthis
level of detail

,

one of thebiggest issues
withDLPsystems is falsepositives they
canerrontheside of cautionandflagup
toomanypossibledocuments . Toavoid
thiskind of overload

, tyingactions to

identitycansignificantly reduceadmin
issues . Eitherusingstandalone identity
management systems or bytyingtypically
intoLDAP or ActiveDirectory , youcan
definecertainactionsasallowableby
certainusers or groups of users .

"

If

someone in finance is sending a financial

report ,

thatmightbefine
,

butsomeone in

IT shouldn' t beable to andsomeone in

a callcentreshouldn' t evenbeable
to

access it

,

"

saysLiorArbel
, managing

consultant
,

DLP of Websense . This
ability to identifyuserscanalsobeused
foranaudittrailand to monitoruser

activityforpatterns of behaviour.

Withmostsystemsable to run in

`monitoring'mode at first
,

a testing
periodafterinstallation is vital

,

since it

allowstheorganisation to testtherules
andrefinethem . Arbelhighlightsthecase

of
anorganisation thatchosethekeyword

of

' confidential '

to determine if a

documentwasconfidential or not but
wouldhaveendedupblockingevery
singleoutgoingemail in a livesystem ,

sinceitsstandardemailfooteralso
includedtheword ' confidential

'

.

Thiskind
of trainingperiodcantake

fromtwoweeks to 18months
, depending

onthecaution of theorganisation , says
GlenVondrick

,

Sendmail '

s
COO . Hesays

manyemaildeliveryteamsfindthat to

maintaintheservicelevelagreements
(

SLAs
)

foremaildeliverytimes
, they' re

unable to runsomesystems in anything
exceptmonitoringmode

,

asthelarge
rulesets of someorganisations meantheir
DLPswouldslowemail to an
unacceptablelevel in livemode.

With a DLPsystemset to
intercede

ratherthansimplymonitor
, organisations

need to considerwhatactionsthey' ll get
theirDLP to perform if a potential
breach is detected .ManyDLPsystems
offer a variety of responses .

"

Specific
actionscanbesofttouch

,

"

says

Symantec' s AndyNg .

"

Theycannotify
userswhentheycopydata

,

or email
notifications to

a manager . Theycan
blockviaemail

,

or quarantinefilesfrom
datacopies.

" Sendmailcanperformas

manyas50actions
,

whileSymantec' s

platformoffersorganisations theability to

craftJavaappletsforspecificactions.
Yourorganisationshouldpick a system
thatprovides theflexibility in actionthat
yourbusinessprocessesrequire.

Dataloss

However
,

if usersarepreventedfrom

doingwhattheylegitimatelywant to do
,

they' ll need to beable to contactan
administrator to override theaction . Set
therulestoocoarselyandthere' ll betoo
manyalertsand a hugeadministrative
burden

;

settherulestoofinelyandsome
confidentialdata is likely to

leakout.
So

, manyorganisations ,

unlessthey' re

heavilyregulatedandhave a significant
adminbudget ,

willfindthat a middle

pathworksbetter : instead of simply
blockingthedatafrombeingsent

,

either
thesystemwillbesetpermanently to

monitormode or theDLPwillalertthe
userthatanactionhasbeenstoppedand

givethemtheoption of overriding it
. For

this
to

workwell
, technology is not

enough : a usereducationprogramme
needs to be in place ,

sousersunderstand

whyDLPhasbeen introducedandthe
implicationsfortheorganisation if data
doesleak which is whySecureWorks is

planning to include it in itscloudservice.

DLP
is

a greatway to stoptheloss of

datathatsomeusersmightcauseby
accident

,

aswellas to monitor less
obviouscauses of dataloss . DLPcan' t

stopalllosses
,

butit canhelp . WI

Malicious
employeesare

always a
threat.

Peoplehavebeen
stealingoffcompanies
fordonkey' s years.

"

CarolineIkomi
/

CheckPoint
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