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CAREERS

So you want to be a
security researcher?

Davey Winder reveals how you can get started in one of the most
exciting careers the IT industry has to offer

T careers don't get more exhilarating
thin fighting cybercrime, which 1s peetty
much the job description of 5 secucity
researcher. Bur before consilering a
career as one, vou'll maturally wiar to find
out vxactly whac the job enrails,
tddy Willerns, security evangulist at
G Dy, admits that pinnimg down a pregise
10h description 1sn't easy, because the role of
a seeunty researcher is so varied. “They'll
look inte and investigate problems relasing
te security, bur they usnally specinlise in a
specific dumgin, such as malware or network
secueney,” he says,
“The cyber-securiry mdustry is reactive, and
a researcher has 1o be on top of what's roing
on,” Willewis canrinnes. “Social media cin
play an important role in their day, since news
ofren surfaces there Airr. lorunts age another
imipertant (ool for seourity rescarchers,
especially internal forums that provide a
sceure outlet for the research commmnity ro
comiwnicnte refivant informaton,”
A securrty eoscarcher can also spend a
comsiderable amount of Gme in the labs laoking
at how malware behaves. “I's important to

note that security mearcher is & high-level
pusition that requires the trust of the indisery,*
Willeins says. “Writing white papers and giving
presentations, 0 ather indwstry professionals is
wsually pare of the package.”

Tf all this leaves you wanting to know more,
vou'll prohably e wondering whar
qualificarinns are
requred o break
into che ndustry,

Yoval Ben-iczhak,
AVG's chivf
rechnology officer, rold
PC Fro that securicy
research isn't really
studizd ar universiry, so
“many of the seturity rescarchers are ‘seff-
aught’ penple”.

“They're mulu-skilled in many computer-
science topics, and a good seeurity rescarcher
is one that knows how to mix these topics
wgether, as well as being keen to seck holes
and voinerabilities left by programmers in their
soltware,™ he adds,

Indeed, a thorough krmyledge of haw
operating systems and nerworks function s

neeckkary, since this is how most “black hat"
hackers launch their atacks, A compurer
science degree is a pood starting puint, and
there are a number of cerdfied courses

that might also be valualle, but nuncis 3
passport o this particular carees choice.
Conrses such as Certified Infonnation Systems

“Cybercrime threats are on the
rise, so the security market is in
need of good researchers”

Sccurity Professional [CISSP), Licensed
Penctrarion Tester (LPT) and Certified Ethical
Ilacker {CEH) will certainly improve your job
prospecrs, howeves,

While a depree in comparing, electrical
enginecring, marhematics or physics can
provide a strong indication that # person may
become a good seeurity researcher, it's by no
mcans a precequisive. Vanja Svajeer, principal
virus researcher with SophosLabs, insists that
the most important characeristics nf goad
seciitily rescarchers are simply an inquisiive
mund, the ability to learn quickly, and an
inherent mrerest in Lhe arva of computer or
network security. “Many of the best security
researchers dou't luve 1 formal education
but starred warking on secocity alone,
purely aur of interesr,” Syajeer explatns,
adding that *sed{-stareirs are often very
modvated to find new wilnerabilices, analyse
the larew malware, and develop new technigues
for fighdng cybererime.™

Cuillanme Lover, senior manager with
Fortinet’s Threat Response Team, agrees,
adding thar there's ¥a perception that those
who've leamed al) they know from beoks won't
be able to do the job without cxperience™.

Salary expectations

If you do get a foothold on the security nscarch
Iadder, what kind of money can you expert o
take? Sophus’ Vanja Svajeer warns thar the
starging salary is likely 1o e ju fime with an
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average jumor solrwarg engmeer or

rechnieal suppore analyst, “Henever, as your
expericioe grows, the numey vob eart wll
signiticantly increase,” he says. “The rop
securiry rescarchers it snme compariies earn
sin-figure salancs, bue that often includes some
managennl résponsibilition.”

According to Tover, the average salury
ranges berween £37,000 and £50,000 in the
UK, while tn the US you could expect to-earn
berwern $50,000 and $ 100,000, Many sceurtty
rescarchers will wiimately ctablish cheir own
security companies and the rewards there con
Isc prearer.

And don't forges the freelake vpuon, us
Robert McArdle, seranr advanced threar
rexearchet at the Trond Micro Forward Toaking
Threac Rescazeh team essplains. “There are
several well-known people in seenrity whe are
quite successful in thix repard, snch as Dancho
Panchey or Bruce Schncier,™ he says, “With
the internet today, people can promoic
themselves better than ever before. A parson
can saise thewr profilc via 1 peesonal blog,
Tweiter, speaking at conferences and focal
security rvenies, and so on, That prunotion
helps to increase theie coiracrs, and those
contacts get them betrer offers for work.”

Opting for a freelance career mipht look
like an attractive option, but remember that
the high-profile names menanoned above arc
leaders in cheir field. Geoing such a profile
doesn’t neaur overnight, unless vou happen
to stumble acrusy 2 mijor security problem
that makes the medza sit up and beg for your
attention. As [over admiss, there's itile or
e job security if vow're a freslancer, and yout
wurk is done on an ad hoc basts.

So joining a karge security vendor is
probably the best approuch if you waat o be
exposed to the broadest varicty of threars, in
nrder 10 ger the bust possible grounding in the
vesearch field, “It's abso an excellent way of
learning about the sequdity needs of large
and complex arganisations, such as banks
and somc of che werdd's most renowacd
finaneial cleazing houses, or large
gevernmental or cducational mstiturions,”
says Lover. “This isn'r to say that experence
with 2 smaller organisauon won't be valuable,
bt warking with one af the leading security
verubors in the wotld does open your gyes to
the enarmons scale and impact of cybercrund in
cveryday life.”

(at the downside, you'll find
you're bound by siringent
nnn-disclosure agrecients.
“Inrellectual properry is
taken very seriously by
vendors, as you'd] expect,”
says Lover, “There was a
recent high: proile cuse
of 2 seeurity researcher
being prevented from
boarding a plane by the US
Government bucause he was a

Vacancies
The best place to find
vacancics for security
researchers is the websites
of the security flrms
thomselves. At the time of
writing, Websense was
recruiling for o researcher
ot www.pcpro.ca.uk/
finks/204<arcers

A day in thelife of a
security researcher

Cox

Name: Orl;
Job title: Senior security operations manager
Experience: 14 years with Symantec; holds MCST
and CISSP certificates

Typically, | arrive at our Dublinbesed research
cantre ol Bom, Tha first Ihing | do s join o call
with the Symantec Tokyo team, which has
been warking throughout the night, scanning
emeil taffic o protect agoinst malicious
activity and idenfifying anything suspicious.
During this call, we review all threats or
unwsual acfivity thaf's come in, 3o we can

take over any work that needs to ba eontinusd

"My role may range from setting up |
‘honeypot’ systems to gatheringnew
threats I can then analyse”

when Tha Asia team clocks off. This ranges
from manitering and analysing potentiol
threats Io getling websites shut down; it can
ba foirdy unpredicroble.

Qor team in Dublin then meets to review
the issves of the doy and how we're going fo
research, onclyse ond tackls any big threcls
that have bean idartified. We'll spend the rest
of the day cartying 6ut our research in onder

[riend of somehndy who volineered for (e
Wikileaks website,” An extreme case, perhaps,
but it dex:s derionstiate what a sensitive arca
this 15 to be working in. You nced ra he
prepated for such incidenrs if vou decide 1o
PUTSIC 3 CRFCNT IN SECUTILY,

A move from the Dark Side?
What aboul i you're an ex-hacke, or have
been imvoleed inshe “dark side”™ of scourity:
should you even bother applving o the
secutity veadors for a jub? Mikko Hyppimen,
chief research officer at F-Sccure, hinks nor,
fonvisturtg: M1 vanre o virus wrirer,
thar makes you A criminal
Most steurity companies
don't want o hire

criminals. I'd hate to

have to explain why

we're hiring criminals, 1

just don’s need the gref.”

Tr's rrue thar ex-hackers

usually possess 4 wealch ot
knowledge on security issucs.
“Howuver. they lack the trust
of the rescagcl commumty,

JT130dd

lo get o deeper understanding of the threals
we'ta dealing witk, or any unusuat acsivity
wo've picked up o,
No two doys ore the soma, and the way
we Iy to idanlify these threats vanes. My role
may ranga from seffing up *honeypor” systems
to gothering new threats for analysis, o
meniiering discussions on tha Interned o
identify new trends and methadslogiaes. s

tn the afterncon, we hove a virual
meefing with e US feom that's based in
Colifarnia, which will be responsible for
Kaking over from us ence our cHfice closes
lor the day. In this meeting, we review what
weve been working on throughout the day
and hand over onything the Colifornian
feom needs Ic toke on, before signing off
for the svening.

which is crucial to beconting a security
rescarchee,” says G Dat’s Bddy Willomy,
“Many companies view it as unethical and
hypocritical to hire them, and are concerned
that # could damage the company's reputation,
Therefore, security companies such as G Datx
absolutely don't hire walovare writers.”

IP's impertant o distinguish between black-
and white-hat hackers. though, so it really
does depend an what you've dune nad what
von're prepared to admit 10 As Yuval
BeneTtzhak concludes: * Anivone with the right
wkills avud Lariosity should apply, including
ex-hackers who would like to come back
from the dade side.”

And, Gnally, what's the jols marker like?

* Ay businesses continue to sce thig T

security enables them to work mure efficiently
and effearively, security products will bevome
more popular and drive demand,” suys Carl
Lennatd, seruor research manager av Websense
Security Labs. *1he cyherctime threats nce
icreasing, so the sccurity market 15 on the
ascendancy a1 the mument, and 13 therefore

in need of good researchers to keep the
protection going.”
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