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Network latency : avoidpaying a

taxontime 9

In networksecuritywearealltooaware of our
ownlatencytax thepricewepayfor
keeping

ournetworksprotected . Overandabove
thecosts of equipmentpurchase , upkeepand
relatedskills

,

thisextra ' tax' is priced in direct

proportion to seconds
,

milliseconds
,

even
microseconds lost . Sointelligently integrated ,

hardware-accelerated systemscouldbethe
solution to thetrade-offbetweensecurityand

performance , saysPatricePerche of Fortinet.
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Networklatency :

avoidpayinga tax
ontime
PatricePerche

,

Fortinet

Running latefor a flight ,

thetravellercantakenumerousshortcuts . Payextra
to go in theshort-staycarpark ,

convertcurrencyonceyou'velanded
,

or even
avoidbaggagecheck-inaltogetherbystuffingasmanyessentialsaspossibleinto
handluggage . Howevertheonestagethatcannotberushed is security .

It takes
aslongas it takes

,

andthere is nothingyoucandoabout it.

Fewwoulddisagree thatairport
securitystaffshouldbefree to takeas

longastheyneed . This is an
unavoidable andentirelynecessarydelay ,

and
thatlatency is thetaxyoupayfor
beingprotectedagainstallmanner of

nastythreats.
In networksecurity ,

wearealltoo
aware of ourownlatencytax the
pricewepayforkeepingournetworks

protected .
Overandabovethecosts

of equipmentpurchase , upkeepand
relatedskills

,

thisextra '

tax' is priced
in directproportion to seconds

,

milliseconds
,

evenmicroseconds lost.
This is becausetheveryfunctions of

networksecurity includingstateful
or deepinspection firewalls

,

Intrusion
PreventionSystems (

IPSs
)

,

antivirus
(

AV
)

,

VirtualPrivateNetworks
(

VPNs
)

, anti-spamandwebcontent

filtering injectthesamesort of

unavoidable andnecessary delaythatexists
in everyairport . Sohowdoesthistax
getpaid?

Makenomistake
,

thistax is
a

monetarysumthatsubtractsitselffrom
everyorganisation in everysector . It

is collected in twoways . First
, bythe

efforts of networkmanagers to

overcompensatethebandwidth of critical
networksegmentsbyinvestinglarge
sums

'

sticking it to thestovepipe'with
upgrades to physicalandswitching
infrastructure . Second

, throughthe
directfinancial implications of

running a networkthatisn' t asfastas it

shouldandcouldbe.

Security at 100Gbps
andbeyond
Biginvestmentsaregoinginto
networkupgrades ,

withdemandfor
highend10G

,

40Gandeven100Gports
outstrippingtherest

of thenetwork

equipmentmarket . In May2010
,

InfoneticsResearchconfirmedgrowth
in thesales of 40G IP edge
routershadreached125%%during2009

,

andforecasttheoveralldemandfor
10G / 40G

/
100Gports to growten-fold

before2014 . All of this
,

theresearch
notes

,

is in response to growinglevels
of traffic . Without theseinvestments

,

trafficwouldgetsqueezedanddelays
reachunacceptable levels.

Morebandwidth is going to mean
morethreats . Dothemath

, startingwith
thepercentage of today' s trafficthat
containsvarioustypes of malware

, including
viruses

, spam , inappropriatecontentand
otherpolicyviolations . Thenconsider
thatonly4%% of youremail traffic is

clean of cyber-criminalintent
,

andthe
challengebecomesclear . A constant

percentage equates to a largeramountasthe
totalquantityincreases.

"

Anyinvestment in drivingup
securityperformance is goingto

yieldsubstantialreturns "

Moresecuritymeansmorelatency.
Networksecurity is business-critical

,

but
withthefirewallfunctionalonetypically
accountingforup to 20%% of latency in

FEATURE

PatricePerthe

thenetwork
, anyinvestment in driving

upsecurityperformance is going to yield
substantial returns.

Securityhasbeencitedasthesingle
biggestculprit of latency insidecorporate
networks . It stands to reason allthat
trafficneeds to be '

stoppedandverified '

asthoroughlyaspossible . Returning to

theairportsecurityanalogy , parallels
withnetworksecuritycontinueasboth
respond to increased trafficdemandsby
buildingextracapacity . Thiscreatesthe
needforextrasecuritytoo

,

whichwill
mean

a longerwaitforeverything to pass

throughsafely.
Todealwiththeincrease in traffic

,

thechoice is clear : makethesecurity
zonebiggerwithmoreX-raymachines
andimmigrationpersonnel ,

or makethe
securityzonefasterwitha more
responsive

,

smarterapproach . Wherenetwork

security is concerned
,

'

bigger'and '

faster'

arenotnecessarily thesamething.

"

Latencystaysexpensive , right
uptherewithcomplianceasone

of themostdrainingchallenges
your IT operationhas to face "

Time is money
Organisations arefindingthat
migrating

toward10G / 40Gand100G
network infrastructures is beingmade
easierbythefactthat

,

like
processingpowerandmemory ,

bandwidth
becomescheaperovertime . Latencyon
theotherhandstaysexpensive , right
uptherewithcomplianceasone

of

themostdrainingchallengesyour IT

operationhas to face . In fact
,

theonly
otherthingmoreexpensive is the
disastrous falloutfrom a significantsecurity
breach . Thekey to understandingthe
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tangiblecost of latencyoftenlies in
the

notion of

' firstmoveradvantage' .

Toswitchanalogies ,

in
FormulaOne

GrandPrixracing , competition is so
intensethatextremelyfastcarsdriven

bysome of world '

s
bestdriversroutinely

finishlast
. Operatingonmillisecond

margins ,

alltheraceteamsknowthatthe

slightestdelaywillcostthemeverything.
Directcomparisonscanbedrawn

betweenF1andthe
master-mathematician hedgefundmanagersand
algorithmic-tradersworking in thekeyfinancial

tradingcentres . Throughout the
financial servicessector

,

networksecurity is

critical
to

effectivedatamanagement ,

businesscontinuityandcompliance . On
theotherhand

,

networkspeed is
critical

to maintainingcompetitiveadvantage.

"

Throughoutthefinancial
servicessector

,

network
security is critical to effective
datamanagement ,

business
continuityandcompliance.
Networkspeed is critical

to maintainingcompetitive
advantage

"

At
best

,

in
a

distributed or

highvolumedataenvironment
, compromised

networkperformancecancause

deterioration in customerserviceandincreased

userfrustration . At worst
,

in an
electronic tradingsituation

,

a fewmilliseconds of

latency in thenetworkcanconceivably
costmillions of pounds.

At themajorstockexchanges ,

the
ordinarilyobscureandtechnicallynuanced

topic of latency is one of themost
contentious issuesaround . Some

technologically
advanced tradershavefinelyhoned

boththeirincomingmarketdatafeeds

( systemslikeReutersandBloomberg
thatrelaythelatestpriceinformation

)

andtheirtradingexecutionsystems in

order
to gainfirstmoveradvantage

commonly referred
to as '

latencyarbitrage' .

Sometraderseventargetthephysical
Layer 0 /

1 infrastructure forlatency
gains , movingoperationsphysicallyas
closeaspossible to

theexchange in order
to minimisecablelengths . Get to

the
tradefirst

,

of course
,

andyoucan

detrimentally influencethepriceup or down
forthenexttraderafteryou.

10

Forordinaryretail investors
,

the
practice is regardedsomewherebetween
`unfair'and '

illegal
'

. AsrecentlyasJune
2010

, regulators at
theUSSecuritiesand

Exchange Commissionresolved to

consider how
to institute a

levelplayingfield
,

withsomespeculatingthiscouldinclude

mandatingthatallfibreconnectionsinto
exchangesbe100mlongforeverybody.

Questforspeed
Thequestforunrelentingspeedhasalso

givenrise to
thedevelopment of highly

accuratenetworkmonitoringandpacket
time-stampingtechnology that is

able
to

sitonlargenetworksegments to measure
andreportonliveandhistoric levels
of latency to withinhundreds of

picoseconds accuracy (a picosecond = one
trillionth of

a second
)

. Muchlikethe
Hawk-Eyesystemused in professional
tennis

,

thistechnology is
used

to replay
events to protocolandapplicationlayer
granularity . Hypothetically ,

it candeduce
themostadvantageouslevel of

prevailing latency at multipleglobalstock

exchanges , enablingtraders
to

determine
whichexchange to

maketradesat

,

on a

givenday or moment . Marketdata
providersarealsogetting intotheact

,

with
productssuchastheReutersLatency
Monitorofferingfinancial institutions a

measurablesafeguardagainst therisk of

consumingcriticalmarketinformation
that is

fractions of
a

secondout of date.

"

In
thequest to achieveminimal

latency,

attentionhasturned to

re-engineering theapparently
intractabletrade-offbetween
thebestpossiblesecurityand
thebestpossibleperformance

"

Whilesomekey industrysectorsare
moresensitivethanothersaboutlatency
of microsecondmagnitude ,

it is

inevitable thattheissuewillintensify
throughoutallmarketsectorsasorganisations
come

to dependunreservedlyupon
realtimedatacommunications . Consider a

telco
,

whoworriesaboutthe
instantaneouseffectiveness of itspremiummobile
services

,

a
cloudcomputingprovider

(

or customerforthatmatter
) managing

theintegrity of SLAs
,

a retailerprocess

ingcardtransactions
,

or a

manufacturer orchestratingitssupplychainwith
knife-edgeprecision . Askthemwhat

theythinkabout '

a fewmilliseconds'
of latency ,

andstandbackastheirfaces

turngrey . Consequently ,

in thequest to

achieveminimallatency ,

attentionhas
turned to re-engineering theapparently
intractabletrade-offbetweenthebest

possiblesecurityandthebestpossible
performance.

CSOsandCIOsunderstandthatthe
moresecurityelementsontheirnetwork

,

andthemoretraffic
in

need of

interrogation ,

thelonger it
takes somuch

sothatnetworkplannerswhowant to

achievetrue10G
/
40G or 100G

capability
need

to
beplanningmanycapacity

levelshigher ,
in order to allowforthe

amount of networkdegradation.
Ourtechnologyvision is fornetwork

security to imposenomorelatency into
thenetworkthan a switch

,

whether
it

is handlingunicast or multicastfeeds.

Therecanbenoshortcuts though ;

there
is nomerit in a

' firewall-lite'approach or

re-spunDeepPacketInspection (

DPI
)

play. Thechallengethattheindustry
faces is in confrontingthelatencythat
threatenshigh-capacitynetworkswith
platformsthatdeliveradvanced

,

integrated
, multi-layeredsecurity functions.

Networkthreats
increase in complexity
Historically , veryfeworganisationshave

gearedsecurityintotheirbandwidth

expansion plansfromtheget-goas
,

compared to theever-present risk of
a

securitybreach
, latencywasalways

considered thelesser of twoevils . However
,

whethercapacityplanningexercises

lead
to a bigbangapproach to 10Gand

beyond ,

or a morestagedapproach is

taken
, high-speed networkplanningand

high-performance securityshouldgo
hand in hand.

Pre-conceivednotions of what

highperformance securitylookslikesuggest
thatfurthereducationonscalablesecurity
infrastructures is

needed . Justconsider
howindividual '

point'securityproducts
multiplyandsiloenormousduplicated
frequencies of individual '

stopandsearch'

inspectionsoneachandeverypacketthat

Network SecurityOctober2010
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traversesyournetwork .
In

theface of

thosepressures ,

canthenetwork achieve

thethroughputperformancelevelsand

integratedblendedresponseneededfor
theonset of 10Gandbeyond?

Increasingly , largeenterprisesare

sharing
theviewthatrunninganalignment

of pointproductscreatesobstacles to

teamwork . However
, manyintegrated

network securityapproachesalsofallfoul
of thisproblem.

" Businessesthatdeployone
comprehensive inspection of

threatsupononeaccelerated

platformwillsafeguard
themselvesfrombothknown
andunknownattacks "

At thetechnical level
,

thetransit of IP

trafficgoing intooneend of thenetwork

gatewaysecurityinfrastructure andout
theother

is going to
involve

a degree
of packetdisassemblyandreassembly.
This is one of thecoreprinciples of

securityperformancedegradation . Going
throughthesamepractice of

disassembly
/ reassembly ,

to
checkfor

a
different

securityproblemeachtime
,

results
in

lots of redundantprocessing that is

,

lots of wastedthroughputcapacityand
lots of wastedtime . Butdoesn' t an
integratednetworksecurityapproachalso
sufferfromthis?Well

,

notnecessarily.

Interoperabilityquestion
Aswellasrepeatedlyqueuing for
packetassembly / disassembly ,

IP

traffictypicallyhas
to

dealwithsecurity
functionsbaseduponmultiple ,

disparate sourcecodes . Hereinliesthe
interoperabilityquestion inherent in what
canonlybedescribedas '

cobbledtogether'ratherthanproperly
integrated securityarchitectures . A lot of very
high-endnetworksecurityhardware
is marketedasbeingable

to perform
multiple , integratedsecurity features
oftensimultaneously . Fewstackup

to
thebilling ,

andmanyprovideno
moreadvantage than

a pointsolution
architecture in terms of overalllatency ,

risks of security ineffectivenessand
completeconfusionabouttheroot of

theproblemshouldanyfailuresarise.

Theshortcomings don' t endthere
either . Anysecuritysystem is onlyas

goodasthethreatintelligencethat
constantlyupdates it

.
A given

'

integrated

security'vendormightdoitsownAV
research

,

butprobablycontractsoutits
IPS or malwarefiltering .

Wheredoes
thatleaveyournetwork?

Thewrongtechnologyapproach
couldserve to simplyscatterlatency
everywhere . This

is becausethethreats
themselvesaren'

t justbecomingmore
present , theyarebecomingmore
blended . Toensureyoursecurity
infrastructure is reacting to

blendedattackswith
a blendedresponse at theoptimum
performance level

,

datacannotsimplybe
interrogated IP packetby IP packet .

A

blendedresponsedevicemustbe
capablenotonly of detecting theseblended
threatsbut of doingsoonthefirstpass ;

multiplehandoffs
in softwarewillonly

help in exhaustingcapacity . Businesses
thatdeployonecomprehensive
inspection of threatsupononeaccelerated

platformwillsafeguardthemselvesfrom
bothknownandunknownattacks

,

and
reaptherewards.

Completecontent
protection

In securitycircles
,

muchhasbeenmade
of thebreakthrough innovations

underpinningso-calledNext-Generation
Firewall

(

NGFW
) technology . Many

seem to claim
it heralds a newdawn of

networkprotection of
a
kindneverseen

before.

One of themosttoutedcapabilities
withinNGFWproducts is an
application visibilityandcontrolcapability.
Thiselevatestheinspection capabilities

of
a

firewallfrom layer 4 to the
application layer ( layer 7

)
, enablingthreats to

beidentifiedaccording to application
content . Sincemanyapplication
providers aremoving to a web-baseddelivery
model

,

andmanyprevalentthreatsare
carriedbylegitimatebusiness
applications

, obviously thiscapability is

important
,

butnotespecially innovative . In

fact
,

NGFW
is

littlemorethan
a logical

subset of thelatestdevelopments in

UnifiedThreatManagement (

UTM
)

technology.

FEATURE

Thereality of securitytoday is
that

deeperinspection of allcontent
is

essential
,

notjusttheapplicationallow
/

denyapproachofferedbyNGFW
devices

.Forexample ,

to protectagainst
therecentConfickervirus

,

an
enterprise

wouldhaveneeded a firewall
,

web

filtering ,

networkAV
,

IPS
, anti-spam

andhost-basedAV in addition to an
efficientautomaticupdating
mechanismforall of thesedevices . This is

whatintegratedsecurity (

or UTM
)

solutionsdo
,

andtheyarereallyjust
a superset of NGFWproducts . The
applicationpolicycapabilitiesare a

feature
,

butthetechnologiesaremore
focusedonscrutinisingthecontent

of

legitimateapplicationsaswellas

blocking
unwantedapplications to ensure

thatthreatsarepassedviaapplication
communications.

"

Trulyintegrated
highperformance securitycanonly
bederivedfrom a trulyuniform
architectureapproach

"

Contentprotection
So

, completecontentprotection is

enabledwhenapplicationcontroland
application securityarecombined

to integrate
content-basedsecuritytechnologiesinto
thefirewall

,

in order to identifythreats
withintrustedapplicationcontent.

Returningonceagain to latency
concerns

,

thisapproachsurelyrepresents the
mostefficientway of applyingthemost
effectivesecurity to criticaldata.

Yetoneperson' s
' integration' is another

person' s

'

amalgamation' . Onlyonewill
mitigate latency . Truly integrated
highperformance securitycanonlybederived
from a trulyuniformarchitecture

approach ,

in whicheachsecurity
function hasbeendevelopedonthesame
sourcecode in order to optimisesecurity
performance andeliminateredundant
trafficprocessing . How?Through the
use of specialisedhardwarebasedon
Application-SpecificIntegratedCircuit

(

ASIC
) technology to acceleratethe

security inspection process.
Thedevelopmentandapplication

of specialised hardware

securityspecific
ASICprocessors to accelerate

October2010NetworkSecurity
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integratedsecurityhasdemolished
institutionalisedthinkingaroundthis
securityapproach . Thoseharbouring
lingeringconcernsaboutthe
applicability of integratednetworksecurity
withintheirhigh-speed ,

real-time
criticalnetworksshouldonlyhavecause to

worry if theyfollowthewrongkind of

approach.
It stands to reasonthatintelligently

integrated ,

hardware-accelerated securitycan

maketherealdifference to securebusiness

performanceasorganisationsfind
themselvescompeting in boththesecurityarms
raceandthebattle of thebandwidth.
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