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By George Chang, Fortinet’s Regional Director for Southeast Asia & Hong Kong

Clouds Should Never Prove
Too Fast To Secure

IF YOU SUSPECT THAT CLOUD
computing is an older concept than
many in this industry would have us
believe then, like many experienced
network professionals, you are not
alone. The specialists in charge
of applications and servers seem
very excited about the new cloud
‘paradigm’, while their networking
colleagues typically grant less cre-
dence to it being at all new.

Personally, I'm torn. On the one
hand I agree that the concept of the
cloud is simply a realisation of the
power of the network. On the other,
this industry is seeing cloud throw
up challenges that many organisa-
tions (and I include some product
vendors in that bracket) haven’t
really confronted before. None
seem greater than those related to
cloud security.

Businesses seek efficiencies, and
they avoid risk. We all understand
that the idea is to create private and
public cloud infrastructures that
harness virtualisation to deliver
the kind of ongoing operating cost
savings that make the whole en-
deavour worthwhile. With capital
spending always under pressure (it
isn’t only during a recession you
know!), the emergence of public
cloud borne Security-as-a-Service
offerings is of particular relevance
to all organisations, and these
services will increasingly impact
upon how IT departments address
the entire question of security in a
fundamental way.

To work properly, cloud se-
curity models need scale, speed
and performance in abundance,
because the cloud demands a lot
of bandwidth, and users demand
near-instantaneous application
responsiveness. Moving intensive
computing operations off-premises
may save a great deal in operating
costs, but in turn that creates its

own challenges.

Greatest among these is the
somewhat inevitable burden of
providing beefed up connections
in and out of wherever-in-the-cloud
your data is, in order to maintain
multi-Gigabit LAN-like respon-
siveness for the user experience.
If provisioning and securing those
network interfaces/connections
ends up costing more than you've
saved, then you don’t need me to
tell you that your cloud strategy has
just become nonsense.

Scaling up security for use in the
public cloud is not an easy proposi-
tion, because the very security func-
tions at play consume enormous
amounts of processing power. The
giant security platforms that result
must serve thousands of cloud cus-
tomers and their specific require-
ments simultaneously.

Is it a better approach
to add virtual security /
appliances into your pri- [
vate cloud environment
instead?

Well it might be,
and it’s great to have
the option to do it
if over-riding ob-
jectives, such as
flexibility, are para-
mount. There will
be many businesses
who will seek to pro-
tect both their perim-
eter and virtual layers
with a common security
approach. A hybrid ap-
proach will call upon physical
and virtual form factor choices,
and for these to work together to
mitigate security blind spots and
increase security controls within
virtualised infrastructure environ-
ments.

What about extending the ben-
efits of virtualisation to security?

Let’s not forget that the basic vir-
tualisation of security platforms
via VDOMs (Virtual Domains) has
existed since VMware hypervisors
were still in short trousers. Tradi-
tional fixed and mobile operators
have already been leading the way
in this respect for several years by
rolling out managed security ser-
vices for business networks, home
networks and millions of individual
subscriber mailboxes. The bur-
geoning ‘cloud provider’ commu-
nity would do well to learn what it
can from paths already trodden in
terms of ‘cloud’ security services.
The elephant in the room with
security — as ever — is latency.
We all understand the dangers of
security becoming its own perfor-
mance bottleneck. In the most
highly tuned network environ-
ments such as financial trad-
ing, firewalls are now the
biggest contributors to
network latency. How
will these organisations
cope if they wish to har-
ness cloud computing
models?
Regulatory issues
! aside, on the laten-
cy question, these
businesses will
actively scrutinise
~ every microsecond
of IP packet transit,
and pay no heed to in-
flated datasheet claims
and marketing fluff.
On such a level playing
field, the system with the least
latency overhead will end up being
deployed. That will also invariably
be the approach that embodies the
simplest and most elegant network
design, but then I'm a networking
guy at heart. Maybe that makes my
view a little biased, but certainly
not clouded. mb-e
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