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[image: image2.jpg]along it an AP that s capable o
performing authentication and e

forcingsecurity s, Stong,
mined passwords should be used
and changed on 3 fily freguent
basis.Generaly, wircess AP sre
conpested foe convenienc, ol s
stalynot necesary o have them.
connected to & working environ-

MISCELLANEOUS S8,
DEviCEs

Thurmb drissareat thecnly USE-
connetod deices 1T departments
e o be waryof. Many devies
are also capable of storin data
on common fle sstems that can
e read and writen 1o throngh o
USB o simila connecton, These
devicas include digital cameras,
[T ——
machines and even digal piture
frames.

What to do: Implement and
enfore asset control and polcies
around what devices can eter the
environment and when. And thea
followthat up it frequent olcy
reminders.

INSIDE CONNECTIONS

T ——
cansso madertently rntention-
allyaecssaessof the networkthat
hey oo shoukdttbervise
have access to and compromise
nd points using oy o he means
outlned in this artile Magbe the
employee “borrows” another co-
Workersmachine while hey sy
at e, Masbe they ask n fllow
employeeforhelpaccssing n arca
ofthenetwork it tey themsches
dont ave ecess .

What to do: Passwords shoukd
e changed roglary. Authenticn.
tonand accesslvelsarea mustfor
any employee ho/she houldonly
e acces o syscms,leshares,
et.tha they need o flfil their
Auties.Anyspecal roquessshould
hvays e sl o eam ot
singleuser withauthriy) who can
authorie the et

THE TROJAN HUMAN
Like the Trojan borse,the
Trojanhumancomes o bsiess
msometypeofdispise. Theycould
beinbusinesatie o dresed ke
eaitimate repaiemen (applisnce,
telocom, HVAC). These types of
confdence triksters have been
Known o pentrae some prety -
cuneenvironments, incudingserver
rooms. Through our oven sosil
conditioming,we ave th tendency
10 10t stop and queston an ap-
propratl-ated person e don't
Feogaise oo environmen.
I can take ks than 4 minwte for
an unsperssed personn o sever
Toom toafct the etwork.

What o dos Reminders hosld
he sent 0 employees sbout au-
horising third partis. 1detity
thesoure by sking qucsions, ot
making ascumpiions.

oPmcaL MEDIA
Recondable media that ap-
pear to be legitimite, ke music
D' abeed with popuar oo
o ot can and s been e
opigesback datanand ot of
ok And, ke the thum dives
mentioned sbove,thevcan b wed
5 source for etwork nfection.

What to dot A« il the U
e tp mentioned bove s
portantioimplmentandcforeas.
st cotrol ad ol o what
evias can ter the environment
and when. And thn follo it .
it reqent oy rminders.

HINDSIGHT 15 20/20
While much of hi st fo-
cuses on mitigating theeat that
capitalise on digta] technolosy.
‘weshonldtforget hathe human
mindsalso verycleciveat soring
information. Who i vatching you
when o log nto your deskton?
Whereare ourhardeopiestored?
What confdential documens are
3ou teading on your ytop st the
coe shop airplane te.?
What oo The st safeguaed
s being conscious and ser sbont

s theeat whenever working
on sensdve material. Even i it
cans stopping what ou're doing.
‘momentarly 0 abseree your s
roundings.

SMART PHONES AND.
OTHER DIGITAL
Devices.
Today, phones domorethan justl-
low youto calanyone ntheworld
from anoehere; they'e full-fuc-
ioning computers, complete it
WEF comentivity, mulithreaded
operating systems, high storage
capacity, high rosolution cam.
erasand vas pplication support.
Whats more is these deices have
the poentia 10 cude traditionsl
DL solutions.What'stostop er
from aking a high rs pieure f .
computersenen,andiben e
tover thei phone’ 3G network?
What to do The same rules
for USH devicesand optical media
[ —————
asse comtol and plieies around
‘Whatdevices can nterthe eaviron:
ment and whes.

AL
Email is frequently used
it busineses 0 send and -
eivedats, however it often s
used. Messages with confientil
informationcaneaslybeforvrdod
10 any exteraltarget. T addiion,
the emails themsclves can carry
sty vieses: One targeted cmal
could phish for acess credentials
from an employee. These stolen
eredentisswouldthen be kveraged
i second stagostack,

What to dos With el sec-
iy, souree identifeation s ke
dentify the sender using technol-
oy such 13 PGP, o  simple array
of questions before sending sensi
tive information,Acces contrl o
road alias based email adresses
should beenforced. And polcy and
reminders should be sent out 1o
enpioyees. mb-e
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