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CyberSecurity Malaysia

to leverage on Fortinet’s
regional R&D and technical
support centre for skills
development and real-time
threat management

By Joshua Loh

ortinet, a network security pro-
vider and the worldwide lead-
er of unified threat manage-
ment (UTM) solutions, signed
a memorandum of understanding
(MOU) with CyberSecurity Malaysia
- a national specialist centre for cyber
security under the responsibility of the
Science, Technology and Innovation
Ministry - to exchange security infor-
mation and technical know-how, joint-
ly develop local IT security expertise
and offer real-time online threat intel-
ligence services to public and private
organisations in Malaysia.

Under this collaboration, CyberSecu-
rity Malaysia - through the Malaysian
Computer Emergency and Response
Team (MyCERT) - and Fortinet's re-
gional R&D and technical support cen-
tre will work closely in dealing with
emerging threats.

This will include exchange of mal-
ware samples and vulnerability up-
dates, threat research information and
security alerts. Fortinet’s site in Kuala
Lumpur is one of its main technical

centres worldwide, providing round-
the-clock threat monitoring and pan-
Asia regional support.

“CyberSecurity Malaysia welcomes
Fortinet's initiatives to help strengthen
our technical capabilities to identify and
respond to cyber attacks more quickly.
This strategic collaboration with Fortinet
will help realise our long-term vision to
turn Malaysia into a key IT security re-
source hub and increase local expertise,”
said CyberSecurity Malaysia chief exec-
utive officer Datuk Husin Jazri.

In order to address the acute short-
age of cyber security specialists in the
country, Fortinet and CyberSecurity
Malaysia will jointly participate in IT
security discussions and seminars to
educate organisations on the indus-
try’s emerging needs.

The two companies also co-presented
on how Web 2.0 technology and cloud
computing have exposed today’s cor-
porate networks to further malware
threats and cybercrime attacks. The
industry roundtable attended by chief
information officers from several lead-
ing Malaysian companies and govern-
ment agencies.

“Changes in business and technol-
ogy are accelerating the need for a se-
curity paradigm shift. Many local or-
ganisations are starting to realise that
they have to guard against new tech-
nologies as much as they have to lever-
age on them,” said Fortinet’s Southeast
Asia and Hong Kong regional director
Datuk George Chang,.

He said: “The Fortinet-CyberSecuri-
ty Malaysia partnership will promote
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security best practices to a broad spec-
trum of Malaysian organisations and
bring security awareness to a higher
level, ultimately helping to enhance
the country’s competitiveness.”

Speaking to Malaysia SME™, Cyber-
Security Malaysia cyber security re-
sponse services vice president Adli Ab-
dul Wahid said: “The security aspect for
SME:s is an extremely important com-
ponent and what they (CyberSecurity)
are seeing in their security centre is the
same threats that are affecting MNCs
are affecting SMEs as well.

“This is even more important for SMEs
that are online businesses as they will be
targeted through malware and their re-
spective businesses cannot seem to func-
tion when computers get compromised.
In a nutshell, the threats faced by SMEs
are fairly the same as those encountered
by corporate users as well.
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“SMEs should also remember that
the expectations from their customers
are also similar - the difference is in
the amount of investment or capability
being spent to obtain someone to do it
or by doing it themselves. Whether it
is outsourcing to host the servers or so
forth - if you have a security incident,
you will definitely need a plan to deal
with it,” he concluded.

According to Cybersecurity Malay-
sia, cybercriminal activities are on
the rise. In the first quarter of 2011,
there were 3,563 cyber security issues
reported. Of those, 1,273 incidents
were related to online fraud, includ-
ing 400 phishing attacks targeting
Malaysian banks. Last year, a total of
8,090 cyber security incidents were
reported to CyberSecurity Malaysia,
a significant leap from 3,564 the year
before.
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