
detectandblockmalwarebefore it can
enterthecorporatenetworks. "

PeterWood
,

ceo of security testerFirst
Base

, agrees ;

" Theproblem of viruses
hasreallymorphed intotheproblem of

sophisticatedmalware
, especiallytrojan

horseprogramscombinedwithworm-like
behaviour . Blendedmalwareprograms
arenowthebiggestthreatandare
usually linkedwithspame-mail

,

infected
websites

,

freesoftwareandothersocial
engineeringvectors. "

Moreopeningsforattack

Web2.0andtherise in mobileoffices
aregivingcybercriminalsmoreopenings
forattack.

" Malware is nowalsomorethan just a

Windowsproblem ,

"

saysVanjaSvajcer ,

principalvirusresearcher
at SophosLabs.

"

Althoughthesheernumber
of Windows

threatscontinues
to faroutweighattacks

againstotherplatforms ,

we'veseen
cybercriminalsbegin to turntheir
attention

to
otheroperatingsystems

suchasAppleOSXandLinuxand
vulnerablecross-platform
software

.
Thistrendonly

looksset
to continue

withtheincreasing
popularity of portable
devicessuchasthe
iPhone

,

iPodTouch
,

GoogleAndroidphoneand
ultra-mobilenetbooks.

" Withmanyorganisations encouraging
mobileworking ,

devicesliketheiPhone
havebecomecommonplace amongfirms

,

buttheycan in factpose a realthreat
,

"

hecontinues
.

" AsaniPhone is constantly
on-line

- andsovulnerable
to attack -

whenever it is switchedon
,

it becomes
worthfarmore to

a
hacker than a

compromisedMac or evenPC
.
Add

to this

"

"

Cybercrimewatch

. theEnglish
speakingworldtends

to havethebest
protection in place

thelimitedsecurityoptionsforthe
iPhonenofirewalland a slowuptake of

third-partysecuritysoftware in favour of

quirkyextras - andfrom
a

hacker'
s

perspective , everyiPhone is thesame.
Quitesimply ,

to hackone iPhonemeans
to hackthemall

, making it
thecheaper

optionforcybercrooksand
,

nodoubt
,

the
weapon of choice in thenot-too-distant
future. "

Theproblem is that
,

whilewe' re seeing
a number of newmobiledevicesbeing
introduced intothemarket

,

mobile
security is notyetreceivingthesame
level of attentionasPCsecurity.

" Thiscreates a seriousvulnerability in

themobilemarketandmakes it easyfor
hackers

to targetmobileusers ..
. which

willlead
to anincrease in threatsthis

year ,

" notesGuyBunker
,

chiefscientist
,

securitysolutionproviderSymantec.
Sowhoarethesecybercriminalsand

whataretheytrying to achieve?
In
thepast ,

mostmalwarewaswritten
by

' kids'whowanted
to testtheirskills.

Now
,

however
,

themajority of malware is

writtenbyprofessionaland
talentedprogrammerswho

areseekingcommercial
returns . Theywrite
innovativeprograms to

penetratecomputers
andnetworks

; they
researchvulnerabilities and

usesocialengineering to ensure
thattheirmalwarespreadswidely.

" Viruswritinghassteadilybeen
shiftingawayfromthepreserve of the
mischievousnerdyteenager towards
becoming a tool of thetradefor
internationalcrimegangs ,

oftenbased in

Asia
,

RussiaandSouthAmerica
.
These

gangsusehackingtechniquesand
malware

to steal information
,

distribute

Tokickoffour
in-depthlook at

Security ,

KeriAllan
concentrateson
cybercrime ,

which
hasdevelopedfrom a

small-timeirritation
whichwasfairlyeasy

to blockinto a major ,

andsometimes
profitable ,

arm of

organisedcrime
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spam to sellillicitgoodsanduseviruses
to recruithomeandworkcomputers into
botnetssothattheycandemand
extortionmoney fromwebsiteowners
whowillbetargetedwithdistributed
denial-of-service

(

DDoS
)

attacks
if they

refuse to payup ,

"

highlightsSvajcer.

TheUShostsmoremalware

According to Svajcer ,

theUnitedStates
hostsmoremalwarethananyother
country -

at theend of 2008
,

thefigure
stood

at 37percent
. However

,

with
regard to

wheremalware is actually
created

, 24.5percentcamefromthe
English-speaking world

,

while1.1.6percent
originated in China . Much of theChinese
malware takestheform

of backdoor
trojans ,

butthere is also a proportion
that is designed to steal
passwordsfrom
on-linegamers.

"

AlthoughtheUS is

responsible forthe
largestproportion of

malware
,

it' s worth
notingthatthe
English-speaking worldtends

to havethebestprotection in place ,

particularlywhencompared to countries
likeChina

,

Russia
or Brazil

,

"

says
Svajcer .

" Here
,

userawareness is lower
,

meaningthatinfectedsystemsandweb
sites in thesecountriestypicallystay
onlinelonger , representing a significant
proportion of theoverallthreat.

" Themajority of maliciouscodewritten

in Brazil
is trojansdesigned to

steal

c

) i=z information fromon-linebanks.
Russianhackersmeanwhileappear to

beconcentratinglargelyoncreating
botnetsandopeningbackdoors to

tort . REougo
*

. .
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.
. usereducation is

paramount,

to help
minimiseinfection

from e-mails

"

givecybercriminals remoteaccess to

compromisedcomputers ,

" henotes.
Whateverroutethese

cybercriminalstake
,

allforms of

cybercrimecancauseproblemsfor
business . Sophisticatedmalware
canlocatepasswordsandtrybrute
forceattacksagainstother
networkresources

,

and it is very
difficult - andcostly - formost
organisations to

locateand
disinfect thesewormsand
trojans .

Therecentglobal
problemwiththeConficker
worm is a classicexample . One
version of theworminfected
3.5mWindowscomputers
worldwide in justfourdays.

According to
Ben-Itzhak

,

data-stealing crimewaremakes

upabout95percent of current
cybercrime ,

which
is a bigconcernfor

businesses :

"

Theyarestealing
confidentialdocuments

,

e-mailcontent
andaddresses

, logincredentials
to

corporatesystems ,

customerdataand
creditcarddata

. Ascybergangscanlater
auctionthestolendataandcashout

,

theyarefocusingonstealingthisdata. "

Thebiggestthreats

GuillaumeLovet
,

seniormanager ,

ThreatResponseTeam
,

EMEA at
Fortinet

Technologies , highlightsthebiggest
threats of which

IS
and

IT managers
shouldbeaware.

"

At
theenterprise level

,

therearetwo
mainkinds of virusrisks

.
Theseinclude

theft
to intellectual propertyanddenial

of serviceattacks
(

DoS
)

- preventing
access to

databasesandapplications.
" Theloss or theft of intellectual

property is anessentialpart of

industrialspying or

specific targeted
attacks .

Thesevary
according to

theprofile
of thecybercriminal.

Experienced
cybercriminalswilltry to

penetrate theenterprise
networkbyexploiting itsweaknesses.

A less-experiencedcybercriminalwill
targettheuserbydistributingtrojans to

employees .
It' s important to notethatthe

e-mail is nottheonlymajorvirusvector :

in 2005a bigindustrialspyingattack
occurred in Israelwherethecybercriminal
senttrojans to employees viamail
through a demosoftwareCD.

Ken Allanhasbeenwritingaboutbusiness
andtechnologyissues forthelasteightyears ,

covering a hugenumber
of

areasfromCRM
andERP to consumerelectronicsandvideo

games . Shehasanhonoursdegree in

Journalism andSociology
websitewww.keriallan.com
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"ADoSattackaims to preventaccess to

the
IT servicebysaturating it with

a high
volume of requests . Thesuccess of this
reliesonthevolume of requestsinstead

of theirnature
,

so it is verydifficult to

prevent it
.
Thiskindof attackcanfocus

directlyonanindividualorganisation or

distributedglobally through a botnet.
" Themotivationbehindtheseattacks

canbesabotage -

a competitor wanting
to destroyanycompetition -

or

cybercriminalspractisingthedigital
extortionracket

,

" hecontinues .

"

In the
case of cybercriminals ,

a ransomwillbe
demandedand

,

if theenterprisedoesnot
payup ,

theattackgoesonandthe
serviceremainsinaccessible

.
Foron-line

businesses
,

thisthreatcanhave
a huge

impactand
,

as a result
, manycompanies

unofficially paytheransom
(

in a balance

sheet
,

it appearsundersecurity
consultingservices

).

"

Finally ,

anattackby a geneticvirus
canalsolead

to a
defactoDoSattack.

Forinstance
,

somespam-dedicated
virusescanrapidlysaturateanenterprise
network' s bandwidth

;

therefore blocking
internalandbusinesscriticalrequests.

"

Nowyouknowhowyoumight
beattacked

,

andbywhom
,

thenextstep is to know
howbest to protectyour
organisation.

Sophisticated
malware requires a

sophisticatedresponse . Of
courseanti-virussoftwarewith
hourlyupdates is essential

,

as is
a

personalfirewalloneverydesktopand
laptop . However

,

usereducation is

paramount ,

to helpminimiseinfection
frome-mails

,

infectedwebsites
,

peer-to-peer networking andcountless
othervectorscriminalsemploy.

Issues to consider

Thereareallmanner of issues to

consider
,

andspecialistsoffertheirown
advice to specific issues.

Forexample ,

KevinMoreau
, general

manager at databack-upanddisaster
recoveryspecialistAcronisUKand
Ireland

,

adviseshow
to dealwith

zero-dayattacks.
" Theincreasingstrength of zero-day

attacks
( essentially whenanunknown

or

unpatched vulnerability is exploited in the
windowbetween a vendoridentifying a

virusandwhenthevendorpatch is issued
)

meansthatsecurityvendorsarenot
offeringadequateprotection to companies
leavingbusinesscriticalapplications wide
open to

downtime
,

" hesays.
"

Manypresume thattheirchosen
securityvendorwillprotectthem

,

butby
thetimethecompanyhasprovided a

patchfora securitybreach
,

it is oftentoo
late .

Suchthreatsjeopardise thesecurity
of bothconsumersandbusinesses'
systems ,

buttheyalsotake
a huge

amount of time
to

fixandpatch ,

even
when

a solution to anattackhasbeen
found . Thefastestandmostsecureway

to solve
a zero-dayattack is to simply

travelback
in time to

a healthystate . As
such

,

westronglyadvisecompanies to

consider howtheybackupandrecover
theirsystems in tandemwiththeir
securitypolicies . Havingtheability to

roll
back to anuninfectedstateguarantees
securityevenwhensystemsfailagainst
threatssuchasthe ' Confickerworm.
Plus

,

if youalreadyhave
a back-upand

recoverysystem in place ,

thisform of

protection is essentially free
, something

"

. cybergangscan
laterauctionthe
stolendataand

cashout
"

to
consider in

IT budgetcrunchtimes. "

PatrickWalsh
,

director of Product
Management & Marketing at network
securitycompanyeSoft

,

focusesonthe
importance of protectingyourselffrom
Web2.0security

' holes'
:

"

Tokeepfree
of viruses

, companies musthave
security-focusedwebfilteringwith

up-tothe-minute updates . Theymust
askquestionssuchas

:
how

sooncan a new
maliciouswebsitebe
discovered? How
quicklyareupdates

deployed?Howoftenare
pagesrevisited?Howare

new or changedwebpages
discovered? Whatarethecriteriafor
marking a

webpageasmalicious?
" Web2.0threatsrequireWeb2.0 +

securitysolutionsandthisrequires a
new

way of viewingtheworld . Takingrandom
walksaroundtheweb

or waitingfor
anti-virussignatures is notaneffective
way of findingandstoppingthespread of

newthreats . Securitybuyersneed
to

insistonreal-timeupdatesandlive
crawling of newanddynamiccontent.
Untilbuyersareaskingtheright
questions of theirwebfilteringvendor

,

theywillremainstuck in thedarkages of

thewebfilteringevolution. "

Svajcerleavesyouwiththisadvice :

" Neverunder-estimate theimportance of

properlyconfiguringsystems andkeeping
patchesup to

date
.
When

a newsecurity
hole is found in anapplication or

operatingsystem ,

and
a patch is

available
, organisationsshouldhavean

infrastructure fortestingthepatchworks
properlyandrollingthatpatchoutacross
theiruserbase

.
There is limitedneedfor

mostusers to
haveaccess to

much
of

the
IT system - ensuringminimalsystem
privilegeswillhelp IT and IS managers
betterdotheirjobsandensuretheir
systemsareable to

dealwiththevery
latestthreats. "
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