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Conve rgence and user next phase, a period where technology

T security is rapidly evolving into its
i is no longer the sole consideration in
empowe.r‘ment are now PIVIn_g securing an enterprise’s IT environment.
enterprises to reassess their Increasingly, firms are finding them-

IT environment’s SECUPity selves having to cope with the tripartite
: relationship between people, processes,
strategies and technology.

Indeed, the rising wave of technology convergence
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computing, the corporate network of
the future is likely to witness fur-
ther breakdown of network bounda-
ries. The IT department will have

to ensure its security postures are
constantly aligned to the changing
network landscape. With an influx of
mobile users possessing high degrees
of instant connectivity and ready net-
work access, firms will have to start
looking at IT security beyond its tra-
ditional static perspective and adopt
intelligent security technologies that
can protect the corporate network’s
dynamic boundaries.

B Keeping the Human Factor
in Check
A rising security concern for enter-
prises comes in the form of more
risky user behaviors displayed by
staff. Firms have to strike a proper
balance in empowering their em-
ployees, just to ensure technology
is not being abused to create more
risk exposure for the organization.
More importantly, enterprises should
use security technologies that can
help them understand their end-user
environment and ascertain the entire
gamut of risky IT behaviors.
Consequently, enterprises should
bring security planning and strategiz-
ing down to the individual. This in-
cludes creating different risk profiles
for different individuals or groups in
the firm. For instance, the IT security
risk exposure of an employee work-
ing in the finance department will
differ greatly from one coming from
operations. Enterprises need to set
and define access, usage and filtering
parameters based on higher-layer at-
tributes, be it user identity or specific
applications being used for the actual
content being transmitted, in order to
ensure the integrity of their systems.

Unified Approach to Business
Security

With IT security taking on greater
importance within business, security
solutions should adopt a multi-fac-
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eted approach moving forward. The
appeal of converged platforms will
rise as a result of enterprises want-
ing to have more comprehensive
security coverage for their IT setup.
The key to security convergence
of the future will be one surround-
ing the ability for various security
capabilities to communicate and
synergize intelligently with one

another onto an integrated platform.

In addition, these solutions need
to be cost effective and easy to
manage, and be able to address the
new security requirements derived
from emerging trends like web
based applications and high-speed
networks.

Parallely, the notion of security
converging across the IT spectrum
will make it even more crucial for
firms to take a centralized approach
in analyzing security threats and
risks. Having a bird’s eye view of
the entire IT security infrastructure
will not only help enhance the ef-
ficacy of its setup, but aid in easing
complexities due to regulatory
compliance and audits. By consoli-

dating policy creation, enforcement’

and management, IT administrators
will have greater control over the
security status of their networks,
and improve the efficiency of their
decision-making processes.

It is clear that IT security is
swiftly moving into a new era—one
that is characterized by growing IT
consumerization and rising busi-
ness migration to the web. As IT
becomes an inherent part of the
business DNA, there is a greater
need for IT security to re-invent
itself as a domain that is more
business-centric, process-driven
and performance-oriented. In this
way, IT security has to move away
from its traditional focus of sim-
ply securing IT assets to look at
protecting and enhancing business
functions, while being able to adapt
to a dynamic user environment and
sustain manageability. m
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