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W, Cigital life

Someone else may
controlling your PC

Hackers can tum your
computers into
zombies that do their
pbidding — without you
knowing it, says
HELLEN TAN

hether on celluloid or

in the virtual world, a

zombie attack is a

horrifying spectacle.

Your computer

goes numb, has a mind of its own
and does weird things, like channel
your data elsewhere. But there is a
director behind the scenes, telling
your computer what to do.

A zombie-like invasion at Sony’s
PlayStation Network led to the
suspected stealing of data from
77 million user accounts late last
month. Sony first shut down its
network on April 20 and, about a
week later, admitted its network
was hacked into.

Last week, Sony’s chief executive
Howard Stringer said on the
Playstation.Blog that “to date, there
is no confirmed evidence any credit
card or personal information has
been misused, and we continue to
monitor the situation closely”.

Sony was not the only case.
While Sony was still mending its
defences after the attack, the
computers at National Agricultural
Cooperative Federation, or
Nonghyup, one of South Korea’s
largest banks, were “turned” as
well.

The attack on Nonghyup left
thousands of its customers unable
to access their bank accounts or
use their credit cards for three days,
according to media reports.

The so-called director is a hacker
who infects a computer with a
malicious software or virus to take
over its controls.

Swamping the network with data

traffic as in the Nonghyup case
would, for example, leave legitimate
users unable to access it. It is a
classic denial-of-service attack.

Or the virus can steal
confidential
information such as
passwords for online
banking.

Zombie malware attacks are
getting more frequent because of
the availability of toolkits on hacker
forums that target banks’ security
measures, like the two-factor
authentication.

Banks usually protect their
customers with an additional level
of security, normally a series of
digits sent to users’ mobile phones
or on thumb-sized tokens issued to
users.

Security firm Trend Micro's
Crimeware Report for the first
quarter of this year lists the Zbot
malware, which is notorious for
stealing information like online
banking log-ins, as a “significant
threat”.

One of its variants, called
Symbos_Zbot.B, targets the
Symbian phone operating system
which bypasses a two-factor
authentication measure.

The Symbos_Zbot.B monitors an
infected phone’s text messages and
forwards relevant ones, such as the
authentication codes that banks
send to users, to the cybercriminal
who released the malicious code. In
this way, the cybercriminal can
access and steal from bank
accounts.

Trend Micro said the ZeuS
toolkits, which helped hackers
create the Zbot variants of malware,
are still being peddled online at
forums.

One such toolkit is the
Zeus-Spyeye Builder, which steals
encryption keys and is a threat to
online banking.

The security firm, which has
been monitoring the Zbot malware
variants since 2007, has created

more than
3,000 Zbot
signatures, or
virus cures, for
each variant.

Mr Derek Manky, senior security
strategist at Fortinet's FortiGuard
Laboratory, another security
solutions firm, notes that zombie
malware has broadened in the past
several months due to crimeware or
toolkits that allow any
“up-and-coming hacker to shape
his own collection of infected
computers or botnet”.

“It is a matter of having a
software code compiler and
modifying the wealth of source
code that is out there on hacker
forums,” Mr Manky tells Digital Life
in an e-mail interview.

“The war against zombies have
turned into a full-blown one, with
authorities and security experts
around the globe joining forces to
hunt, monitor and destroy these
zombies.”

These include PC giant Microsoft
teaming up with the United States
Marshals in seven cities to bring
down the Rustock botnet in March.

The Rustock botnet, which first
emerged around 2006, is said to
have turned an estimated 850,000
to one million machines into
zombies which sent out about
30 million of spam e-mail, or junk
messages, daily.

Mr Manky recommends that all
companies have a unified threat
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manage-
ment approach
to security,
comprising anti-virus,
anti-spam, intrusion
prevention, Web filtering and
application control solutions,
rolled into one package.

Here is what these defensive
weapons do:
= The anti-virus inspection will
block out a zombie code from
being activated in a computer
system.

m Anti-spam software can detect
malicious e-mail carrying
attachments and links.

s The intrusion prevention
module blocks malicious codes
from entering and planting a
zombie in a system through a
malicious website.

= Web filtering can help block
malicious URLs before the
malicious code is sent to a browser.
= An application control can help
block zombie chatter, that is, cut
off communication with the hacker
who sent out the malware.

As for Sony, it is still not quite
sure what or who actually attacked
its PlayStation Network.

But to regain trust from its users,
Sony announced a US$1 million
(S$1.2 million) identity theft
insurance policy for US PlayStation
Network and Qriocity customers.
Announcements for other regions
will be coming.

At press time, Sony was still
restoring the gaming service.
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