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Michelin-starservice
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As if understanding andresponding to theevolvingthreatlandscapewasn' t
a

challengingenoughtask
,

theotherequallytroublingconsiderationforin-house

IT securityprofessionals ,

IT managersandindeedbusinessowners is exploring
thewealth of

solutionsapparentlybest-suited to
dealwiththem.

Afterdeterminingthescope of
threats

to yourorganisation ,

and

specifying
thesort of security

functionalityrequired to addressthem
, you' re

confrontedwith a thirdhurdle how
wouldyoulikethissecuritysolution

to beserved?

Outsourcingthemanagement of

yoursecuritysolutionmightseemquite
appealing .

Buthereyoumustfacean
abundance of optionsbecausehundreds

of ManagedSecurityServiceProviders

(

MSSPs
)

areready to
answeryour

needs .
Perseat

, permonth
, perfunction

theidea of theMSSP is thatyoucan

getasmuchsecurityasyouwantpiped
intoyourbusiness

,

or at

theveryleast

haveyoursite-basedsecurity
infrastructures managedremotely .

You'
re relieved

of

thenightmare of IT security ,

andcan

enjoythebenefits of a

secure IT

environment thatletsyougetonwithcore

businessoperations.
It'

s

liketheservice in
a high-class

restaurantwhereattentivewaiterscheck

everydetail
of yoursteak-rareness

,

water-gassinessandnapkinalignment.
If it' s

doneperfectly , youaremorethan
satisfied . Executedpoorlyandtheeffect
becomesinappropriate andstarts to

feel

unnecessarilyexpensive . Sadly ,

these

polaroppositeshavecreptintothe

burgeoningMSSPmarket
, muddying the

distinction between thebestandthe
worst

;

themostrelevant to your
particularneeds

,

andtheleast.

Tohelpbusinessesthroughthe
minefield of MSSPalternatives

,

the
following tipsmayoffersomeclarity

whenmakingdecisionsabout
individualprovidersthatcoulddramatically

improvetheeffectiveness of an

enterprise'
s securitystrategy.

Who' s runningthekitchen?

Theserviceavailablefrom a MSSPcan

onlyreachoptimumlevelwhenthe

technologyunderpinning it is sound
,

otherwise
to

continuewithour
restaurantanalogy it'

s
likeanexpertwaiter

disguisingtheshortcomings of anerrant

headchef . It is
critical to understand

whatunderlying technology is being
used to

delivermanagedsecurityservices
,

andthedegree to which it willprotect

againstfuture / emerging threatsto

businesscustomers.

Whilethelatestheadline-grabbing

securitythreatmayoftenkeepyou
awake at night ,

makesurethatthese

actuallyapply to yourbusinessandthat

youhaveanactualneed to mitigate a

particularrisk . Bythesametoken
,

it is
a

dauntingtask to
examineyourentireset

of applicationsandnetwork
infrastructure to determineexactlywhatmanaged
servicesareneededasyoursecurity

requirementschange.

" Ensureyourmanaged
security

serviceprovidercanevolve
withthedynamicnatureof

thesecuritymarket "

Toprotectagainsttheunknowable
or unknownaspects of yourcurrent
andfuture infrastructure

,

ensurethat

theplatformyourproviderutilises is

multi-serviceandinnovation-driven.

Securitytechnologies havebeen

consolidating from '

product-orientated
'

to

' feature-orientated ' withsuch

rapiditythatyouronlypath to

understandingcouldbereading three
months'worth of security
publications anddistillingthevarious
opinions . However

,

thematterwouldbe

easilysettledbyaninnovative
multithreat securityplatformoperatedby
yourMSSP

, mitigatingthehypevia
aninstantaneous softwareupgrade to

alreadydeployedunits in thefield . In

short
,

ensurethatyourmanaged
security

serviceprovidercanevolvewith
thedynamicnature of thesecurity
market.

Can I
order a la

carte?

Youwilllikelyhave a range of

securityrequirementsthatcouldinclude
some or all of

thefollowing :

firewall
;

anti-virus
;

webcontentfiltering ;

IPS
;

anti-spam ;

etc .
Theideathatyoumight

beforced to
usefour or fivedifferent

specialistMSSPs
(

foroneeachsecurity
function

)

is quiteridiculous because

many of theprincipaladvantages of

theMSSPmodel
(

ie

, reducing in-house

managementoverhead
, complexity,

capitalinvestment requirementsand
skills

)

willhavebeendefeated . A far
moreadvantageouspositionwould
be to havelimitedmanagedsecurity
servicerequirements ( justone or two
functions

)

,

butbeable to calluponan
MSSPwith a comprehensivesuite of

capabilities to

'

growinto' if required.
Asanexamplelet' s supposeyouhave

animpendingVoIProlloutplanned
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foryourorganisationandthepathyou
want to godown is a conversion to

outsourced VoIP. Thisshouldn' t mean

security
becomesanafterthought ,

sohow
canyouimplementsecurityeffectively?

It
is farmorecost-effective to

implementbothsolutionsfromoneprovider
than to gobackandaddsecurity at

a later

date .
Determine if there is anincrease in

risk to yourinfrastructure and if so
,

look
to

thebundledVoIP + MSSPoptionas

yourquickest route to implementation
andmostcost-effectivesolution . Thesame

wouldapplyforothernon-security

managed
services thatyouareconsidering.

Could I useyouforall
mycatering?
Manyenterpriseorganisationsare

choosing
to rationalisetheir IT partner

relationships from a largenumber of

specialised partners to a smallernumber of

morebroadlycapableones . Thebenefits

of reducingthetimeandeffortinvolved
withrestructuringpartnermanagement

in

thiswayareclear
, regardless of

whetheryourbusinessobjective is to

streamline
/ simplifyoperations or to growwith

themostefficientuse of resources.

Oftentherearemultiplecomponents of

yourbusiness fromsecurity to other
portions of theinfrastructuresuchas

telecommunications thatmakegoodtargets to

rollunderonemanaged servicesprovider.

Weighthetrade-offs of enlargingan

alreadycomplexoutsourcingproject

againstthecost of implementing a series

of complexprojects . Frequently ,

there
willbemuch to gainbyoutsourcingthe

management of
severalaspects of your

infrastructure andmanycomponents
of yoursecurityneeds to oneprovider.
Overallthis is shown to decreasecost

andreducethetime to deploy / upgrade
newsystemsandapplications.

Willyouspit in my
soup?

Therestaurant looksgreat ,

theservice
is
excellentandthefoodtasteswon

derful soshouldyoubeconcerned

aboutwhat' s floatingontop of your
lobsterbisque?

Themostimportantfactor in

considering
anMSSP regardless of whether it

is a pure-playMSSP or
anothermanaged

servicesproviderwith a suite
of

multithreatsecurityservicesandmanymore

solutions to offeraswell is

,

canyou
trustit?Trust in

thisinstancetakesmany
forms :

" CanyoutrusttheMSSP to provide
theappropriate level of risk
avoidance?

" Arethereenoughcapabilities to

seamlesslyprotectyourmostprecious
informationassets?

"

Is thereanappropriatecultural fit

betweenyourorganisationandthe
MSSP?

"

Is theMSSPproactive in itsapproach?

Workingwith a
trustedpartner to

determinetheanswer to thesequestions
is themost importantfirststep to

make

if youwant a goodexperiencewhen

outsourcingyoursecurityneeds to an
MSSP.

So
,

to
makeyourchoice

,

don' t hesitate

to askfor a taste . ManyMSSPsoffer a

`freetrial '

or
similarmechanism to test

theservicebeforeyousignanextended

contract.

Writeyourownreview

At theheart of anymanagedsecurity
service is thereporting , portaland
notificationthatthesubscriberreceivesas a

part of theservice .
Asktheprospective

MSSP to provide a
demonstration of

thereportsassociatedwitheach of the

securityofferings .
Ensurethatthe

information contained in theMSSP' s

securityreports is easilyunderstood
,

actionableandsegmented to eachlocation
wherethesecurityservicesaredelivered

a singleglobalreportfor a

multi-location business thatdoesnotshowwhere

thesecurityeventshappened is actually

counterproductive.
ReviewtheMSSP' s notification

mechanismandmakesurethatinfor
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mationaboutmajorsecurityevents is

relayed in realtime . Forexample ,

a

DoSattackagainstyourhostingcentre

couldstill
,

whilemitigated , impactthe

quality of yourweb-basedapplications.
It shouldthereforebe a requirement
foranyMSSP to notifythe
appropriateresourceswithin a givenend-user' s

organisation to ensuretheycanexecute

additionalmitigationsteps ,

shouldan
attackescalate.

A portalthatcanbeaccessed

anytimeandanywherebyselected

resources is criticalforthesmoothrunning of

youroutsourcedmanagedservices
.
Ask

for a walkthrough of theportaland
all of itscapabilitiesaswell . Alsolook
forwhat is and is notcoveredaspart
of theServiceLevelAgreement (

SLA
)

andgetclarificationonprocessesand
escalationprocedures.

Fiveways to test
capabilities
Totestthesecurityprovider's capacity
andtruecapabilities beforetakingthe

plunge :

" Askfor a freetrial
" Askfor a portaldemonstration
" Askfor a walk-through of thesecurity

reports
" Askfor a walk-through of the

notification capabilities
" Askfor a demonstration of

theSLAs

in action
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