
- Connectivity , drivingproductivityrequiressecurityrethink
, saysexpert

Technologyrevolutiondriving
securitydevelopment
THEchangingnature of

business
,

drivenbychanges in

thewaypeopleusetechnology
to achievenewlevels of

productivity, requires a rethink
of

IT security. Thatwasthe
broadtheme of theopening
presentation at

IDC's recent
businesscontinuityand

security in CrokePark.
EricDomage ,

research

manager , securityproducts ,

IDC
,

saidthat IT was

undergoing a major
revolution thatwas
characterisedby
deperimeterisation ,

cloud
computing , outsourcingand
virtualisation . In conjunction
withthis

, Domagesaidthat
connectivity is

nowthemain
toolforenablingand

promotingproductivity. He
saidthatProductivity2.0calls
DataProtection2.0that
requires a deeperandwider
managementandcontrol of

information flows . In this
context

,

security is
not a

technicalbarrierbetweengood
andbad

,

but
is

rather a

businessenablerthatneeds a

newbusinesscaseandreturn
oninvestment

(

Rol
).

Settingoutthecurrent
securitylandscapeandmarket
in Ireland

, Domagesaidthat
softwarehadnotyetrecovered
fromtherecession . Security
hardwaremarketshowever

,

suchasunifiedthreat
management (

UTM
)

devices
andotherappliances ,

wereup.
Securityservices

,

suchas

antivirusas a
serviceandtheshowed a clearunderstanding

like
,

hadboostedtheservices
market in general . Domage
saidthataccording to IDC
research

,

Irishorganisations
weretakingadvantage of

securityas a
serviceahead of

manyEuropeancountries . He
saidtheadoptionpathwas

usually to engagewith a

serviceproviderbyadopting
backandrecoveryservices

initially . Establishing a

relationship ,

or
what

Domagedescribesasan
"

appetiser
"

,

otherservices
areadopted ,

suchasfirewall
managementandcompliance
auditing . In thismanner

,

organisations getthebenefits
of reducedcapitalspendwith
predictablemanageablecosts.

DomagesaidthatIDChad
conductedresearch in

FebruaryandMarch of this
yearamong300Irish
organisations .

Thetopthree
businesschallengesreported
werebusinesssurvival at 39%%

,

thecost of doingbusiness at

34%%anddecreases in budget
at 19%% . Top IT challenges
werereportedascontrolling
costsandimprovingfinancial
situation at

68%%
, upfrom39%%

fromlastyear , migrationfrom
oldertechnology (

hardware
andsoftware at 14%%

,

down
from25%%

,

anddevelopingand

implementingstrategies to

improvecompetiveness at

15%%
,

downfrom22%%last
year.

Domagesaidthattheresults

of mission in
thecurrent

climate
, namelybusiness

survivaland IT costalignment ,

buttheresultsalsoindicated
evidence of projectfreeze

,

with
eitherlimitedspend or no
spendonnewprojects.

Amongtheotherspeakers
wasPaulJudd , regional
directorforUKandIreland

,

Fortinet . Juddemphasisedthat
modern IT security is

"

pointless
"

. Referring to what
hesaidwastheoldculture of

"

pointsolutionsyndrome ,

" he
saidthatnetworksecurityhad

to beconsolidated to cope
withmodernthreatsand
trends . Developmentssuchas

applicationspecificintegrated
circuits

(

ASIC
)

wereallowing
" realtime

, highperformance
consolidatednetwork
protection

"

. Hesaidthatfor
performance in security,

scalabilitywaskeyandthat
ASICsenabledthis.

Consolidatednetwork
management andprotection
was a themepickedup
onbyGregDay, principal
securityanalyst ,

McAfee.
Hesaidthattherewas a

desperateneed to innovate in

IT security to optimise
networkandsecurity
architecture . Thisoptimisation
requiresmulti-layered
protection ,

realtimethreat

intelligence ,

centralised

securitymanagementand
automatedcompliance
throughimprovedprocess

EricDomage ,

IDC

management . Daysaidthat
threatintelligencewouldmean
centralisedriskmanagement
andmodelling to assessthreats
forone' s

ownorganisation.
Withcloudcomputingnow

a majorelement of any IT

conversation
, Domagewas

urgingcaution
, especiallywith

respect to
onemajorprovider.

HesaidthatwhileWeb2.0
wasnowpart of business

,

highlightingtheimpact of

Twitterandits ilk

, particularly
in theUSmarket . Hesaidthat
Web2.0 " attractstalent "

.

However
,

hesaidthat
organisationsneeded to be
cautiouswhenembracingthe
cloudandhehighlightedthe
example of Google . Hesaid
thatdespiteGooglebeing
SANSInstituteaudited

,

that it

wasnotnecessarilycompliant
withsecuritystandardssuchas
theISO27X. , family.
Domageadvisesorganisation

to askquestions of themselves
,

theirsecurityneedsand

complianceobligationsbefore

embarkingontheuse of cloud
servicessuchasGoogle
Documents.
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