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Users being duped into installing
spyware on their smartphones via
legitimate-looking SMS or e-mail

Irene Tham

Smartphones bring the world to your fingertips. But
the phone-hacking scandal that shut down British
tabloid News Of The World shows up such devices’
Achilles heel.

Unlike “dumb” phones - or feature phones — smart-
phones are not closed systems but can access the Inter-
net.

Users can download games and other applications.
But this potentially opens the door for attack, say ex-
perts.

The popularity of smartphones here makes Singa-
poreans a prime target for scammers. A recent survey
by market research company TNS found that 72 per
cent of the 7.3 million mobile phones here are smart-
phones.

Security experts and private detectives say such
cellphones can be easily bugged by a hacker sneaking
in programs called spyware.

The smartphone user may be unaware of it, but
such spyware can capture all of the user’s incoming
and outgoing phone calls, texts and e-mail messages.

It can even remotely turn on a phone’s micro-
phone to listen to a user’s surroundings (without any
call being made) to reveal the location. 3

“The most common way to remotely plant spy-
ware is to ‘social engineer’ the victim into installing
the spyware,” said security software maker Fortinet's
FortiGuard Labs Threat Response Team senior manag-
er Guillaume Lovet. —-

“Social engineering” is
a term used to describe

how scammers dupe vic-
tims into installing a vi-
rus on their computer or
smartphone by pretend-
ing to be a legitimate con-
tact, be it a bank or
friend, in an e-mail or
text message.

One recent example is
a spyware dubbed Zjtmo.

First detected in Sep-
tember last year, Zitmo

‘No threat’ here
But voicemail
hacking does not
seem to be a
threat here.
SingTel, StarHub
and M1 said
there have been
no complaints of

has plagued users of voicemail
smartphones based on hacking

the Symbian, BlackBerry, : _ _« .
Windows Mobile and An- |Q(|dents n
droid operating systems. Slngapore.

Investigations showed
that scammers typically
infect the smartphones via bogus text messages pur-
portedly from a phone user’s bank.

The embedded malicious Zitmo poses as an online
banking app. Once installed, it sniffs all incoming
messages including one-time passwords for authenti-
cating banking transactions.

Search giant Google has been hit too. In March, it
removed around 50 smartphone apps from its An-
droid Market store as they contained malicious soft-
ware.

The app stores are not available for feature phones.
It is harder to plant spyware in them unless the hack-
er has physical access to the phone, said security soft-
ware maker Sophos’ senior technology consultant
Graham Cluley. :

“Smartphones are effectively computers, potential-
ly opening the opportunity for attack,” said Mr Clu-
ley.

Apple’s iPhone and iPad devices are vulnerable to
malicious programs that exploit a flaw in the operat-
ing system that facilitates the Safari web browser’s
screen display, Sophos warned.

Investigations are now being carried out into how
journalists who worked for the now-defunct News Of
The World managed to hack into the cellphone voice-
mail of celebrities and members of the British royal
family.

Smart guesswork plus luck seem to have been the
hackers’ modus operandi.

Telcos assign a default four-digit PIN to new sub-
scribers’ voicemail accounts. Users are urged to, but
not required to, change this PIN which may simply
be, say, 1234.

So, a hacker can call a telco’s hotline and enter the
default PIN to retrieve someone’s voice messages.
These voice messages are usually stored in the telco’s
systems for seven to 14 days.

But voicemail hacking does not seem to be a threat
here. SingTel, StarHub and M1 said there have been
no complaints of voicemail hacking incidents in Sin-
gapore.

The number of voicemail users they have is also de-
clining, although the telcos would not provide fig-
ures.
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